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1. Introduction 

1.1. Challenges 
Perimeter security models of the past were designed based on the idea that corporate applications were hosted within a tightly 

controlled, private network, while users accessed systems through on-premises infrastructure. In this scenario, the gatekeepers of 
security primarily trusted the network location requests coming from inside the perimeter were supposed to be safe. However, the rise 

Abstract:  
 
This research paper focuses on the manner in which Zero Trust Architecture (ZTA) can be 
utilized with Salesforce Lightning Web Components (LWC) through the introduction of an 
adaptive authentication system that changes according to the user context, risk levels, and 

behavior patterns. The use of traditional perimeter security is inadequate for modern Salesforce 
environments where users, APIs, and integrations are increasingly working from various 
networks and devices, thus creating larger attack surfaces. LWCs, which are excellent for 
providing rich client-side experiences, still depend a lot on browser-executed logic and API calls, 
and thus, if they are not continuously verified, can be vulnerable to session hijacking, token 
misuse, privilege escalation, and data leakage. In fact, this paper develops an adaptive 
authentication model that combines Zero Trust theory "never trust, always verify," least 
privilege, micro-segmentation, and continuous monitoring with contextual LWC-tailored 
access controls. The adaptive factors the proposed model considers are device integrity, user 
behavior norms, location irregularities, and API usage patterns, as well as real-time inputs from 

Salesforce Shield, Identity, and third-party risk engines. The implementation case involves 
LWCs fetching Salesforce data via a policy-enforced gateway, which is executing step-up 
authentication, dynamic session scoring, and conditional access rules. In fact, this 
demonstrates that risk-adaptive decisions can be undertaken at the component level without 
compromising user experience. Overall, the findings imply that combining ZTA together with 
adaptive authentication not only mitigates the risks of unauthorized access but also improves 
the detection of anomalous LWC behaviors and significantly enhances data security while 
keeping the performance and usability aspects intact. 
 

Keywords:  
 
Zero Trust Architecture, Salesforce Security, Lightning Web Components (LWC), Adaptive 
Authentication, Identity Management, Multi-Factor Authentication, Context-Aware Access, 

Risk-Based Authentication, Platform Security, and Enterprise Access Control. 

https://doi.org/10.63282/3117-5481/AIJCST-V7I1P110


*Rupesh Shiramalla & Sivadeep Katangoori [2025]       Zero Trust Architecture for Salesforce LWC using Adaptive Authentication Models  

 

 
124 

of cloud-first CRM platforms such as Salesforce has effectively dismantled this perimeter and rendered these old models insufficient. 
Now it is understandable that users log in from different environments, including their personal devices, public networks, and via third-
party integrations; thus, there is always some doubt as to who or what can be trusted. Hence, the traditional notion that an authenticated 
user remains trustworthy for the entire session has been invalidated. 
 

Salesforce Lightning Web Components (LWCs) expose even more vulnerabilities if we consider the fact that a big part of their 

logic executes on the client's browser. By running in the client, they become susceptible to breaches such as token theft, DOM 
manipulation, malicious LWC extensions, session replay, and unauthorized API consumption. In addition, since LWCs talk to the 
Salesforce back-end through API calls, there will always be the risk of data exposure if the communication is not checked all the time. 
The fact that LWCs are getting more and more involved in critical business processes, for example, case management, opportunity 
workflows, and financial approvals, means that attackers have a greater motive to compromise these components. Furthermore, phishing 
and identity-based attacks have significantly advanced in sophistication. Besides passwords, threat actors generally steal OAuth tokens 
and fingerprint users, thereby evading static authentication measures like one-time passwords or fixed MFA policies.  
 
1.2. Problem Statement  

The core issue tackled in this study is to what extent Salesforce LWC apps can be strong enough to withstand attacks beyond the 
basic authentication mechanism that Salesforce provides. On the one hand, Salesforce has brought out the whole suite of identity features 

like MFA, OAuth scopes, and IP restrictions. On the other hand, these security measures alone are not strong enough to prevent the 
identity threats, which keep on evolving. After the user has been authenticated successfully, the usual practice of Salesforce is to issue 
the user a session that will be trusted until it expires. However, for LWCs where processes that involve a great deal of sensitive 
information are exposed via JavaScript and API calls, this consequently presents a rather large security loophole: the system still trusts 
the identity that has been previously authenticated even in cases where during the session behavioral anomalies or other signs of threat 
have been detected. 

 
While a single factor of authentication (MFA) is a significant requirement, it still can be overwhelmed by the current threat 

environment. For example, attackers are able to intercept SMS codes, get hold of an authenticator app that is compromised, and take 
advantage of session tokens after the MFA part has been successfully completed. Hence, MFA only works as a gate that opens once, but 
it does not provide the customers with a guarantee that they will always be protected thereafter. In the same way, the existing types of 

conditional access, such as IP whitelisting and device checks, can completely lose their effectiveness if users are constantly on the move, 
working from mobile devices, or operating in hybrid network environments. These controls are also powerless against attackers who 
take over the devices of legitimate users and those who pretend to be in an expected geographical location. 
 

Furthermore, LWCs demand precise, moment-by-moment access control since the nature of the interaction can be completely 
different at different times. While at the beginning of a session a user may carry out some benign action, and later on that same user 
could be involved in some suspicious behavior that is a clear deviation from the normal pattern. Therefore, the risk is that LWCs will 
leak sensitive data or allow unauthorized API calls if continuous authentication and least privilege are not implemented. The current 
setups of Salesforce don't include the adaptive and risk-aware intelligence needed to spot such changes and take care of them. Hence, 
this paper looks into the possibilities of using a Zero Trust-based framework that constantly assesses context, behavior, and risk to 

protect every LWC interaction, not only the initial login event, to fill these gaps. 
 
1.3. Motivation 

The reason for embracing a Zero Trust strategy in Salesforce LWC contexts is largely influenced by the general progress of cloud-
native architectures and the increased need for robust identity security. Zero Trust fundamentally shifts the security paradigm from 
blindly trusting to constantly verifying, which is a perfect match for highly dynamic SaaS environments where users, devices & APIs are 
frequently changed. Therefore, when a company decides to utilize Salesforce not only for the sales department but also for service, 
marketing, and operations, the platform will store all customer and business data at one spot. The higher the value of this data, the 
greater the risk of a serious impact if the data is accessed without authorization. Thus, a Zero Trust stance becomes not merely 
advantageous but really necessary. 

 

Meanwhile, adaptive authentication models have become quite sophisticated. They no longer represent authentication as a one-
time gate, but rather, adaptive systems consider numerous contextual signals such as changes in location, unusual navigation paths, 
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state of the device, behavior deviations, time of day, etc. Security teams can utilize these signals for determining risk levels and, if needed, 
prompt the user for additional authentication. This feature perfectly complements the notion of Zero Trust, as it allows for continuous 
evaluation of a user's credibility without unnecessarily burdening the legitimate ones. For Salesforce LWCs that follow their intrinsic 
design of being fast and user-friendly, adaptive authentication is basically a channel to secure the transactions without compromising 
those aspects. 

 

In addition to technical benefits, compelling business and regulatory reasons also exist. Customers, employees and other 
stakeholders expect that their data will always be safeguarded, and trust in digital systems is now one of the important differentiators 
among organizations. Compliance initiatives such as GDPR, HIPAA and PCI require organizations to put in place rigorous access controls, 
safe storage, and the protection of sensitive data in every location. The Zero Trust framework combined with adaptive authentication 
enables entities to fulfill their compliance requirements and at the same time lighten the users' experience. In the long run, the intention 
is to build a Salesforce platform that is harmonious and indistinguishable on the one hand and secure in its different facets, making it 
efficient in the risky activities of user interactions. 
 

2. Literature Review 
Zero Trust as a concept was first intended to address the issue of perimeter-based security architectures losing their effectiveness. 

Early models of enterprise security mainly focused on protecting against external threats that would come from outside the corporate 
network so that once a user or system was authenticated within the perimeter, it would be trusted by default and the rest of the access 
would be granted. Therefore, when the organizations started moving their infrastructures outside the traditional data center and opening 
up infrastructures, which was caused by increasing mobility, cloud adoption and third-party integrations, the old assumption no longer 
held. Research by Forrester, which formally introduced the Zero Trust model, emphasized that one should not associate trust with a 
network zone, but trust should be continuously re-evaluated and can be based on identity, context and device posture. Zero Trust has 
been on an incredible journey—it's gone from just a theoretical model to a fully implemented framework that guides cloud-native 

architectures, down to SaaS applications like Salesforce. 
 
A pioneering guide for Zero Trust adoption has been the NIST Special Publication 800-207, which enumerates the core tenets of 

Zero Trust as continuous verification, the least-privilege principle, and explicit trust determination through risk assessment that are 
dynamic. It is stated in the publication of NIST that it is not safe to assume that any identity, device or session is trustworthy just because 
it has been authenticated once. Actually, it is necessary to revisit the question of whether or not to grant access throughout the whole 
life of the session or interaction. That is why the philosophy is directly designed for Salesforce Lightning Web Components (LWCs), in 
which client-side execution and dynamic API calls necessitate continuous validation. The NIST explanation offers a theoretical basis for 
creating authentication solutions that are very adaptive and support threat detection, segmentation, and fine-grained control in cloud 
environments. 

 

At the core, Salesforce is equipped to offer a diverse and comprehensive array of security features deeply grounded in the 
safeguarding of user identities, controlling data access, and maintaining the overall health of the platform's integrity. Salesforce's security 
arsenal incorporates a wide variety of mechanisms such as authorized OAuth 2.0 flows, Single Sign-On (SSO) that is SAML-based, 
authentication with multiple factors (MFA), limiting Login IP addresses, setting Session Security Level, managing Connected App policies, 
and implementing stringent firm-level controls through the usage of the Salesforce Shield tool that represents the highest level of security 
in terms of event monitoring, field audit trails, and platform encryption. Although this array of facilities sets a powerful and solid 
foundation for identity verification and access management, it is obvious that these features are largely based on static configurations.  
 

MFA is undoubtedly a major defense against credential-related attacks; however, it is not a panacea for issues such as token 
replay, session hijacking, or post-authentication compromise. In fact, SIM swapping, MFA fatigue attacks, and OAuth token theft hacks 
have further undermined the trust that users generally have in MFA. What ends up happening is that once a user goes through an MFA 

process at login, the session remains relatively unchanged and unverified for a very long time, thus giving ample opportunity to virus 
writers to carry out their activities unnoticed. Moreover, since Salesforce LWC applications are mostly dependent on client-side JavaScript 
and asynchronous calls, the level of exposure is further increased. Attackers who have hijacked sessions can gain the privilege of running 
LWC APIs, ordering sensitive data, or taking control of actions practically under a valid user identity.  
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Adaptive authentication frameworks are viewed as the next evolution in identity security. These frameworks leverage real-time 
data analysis to decide if a user's way of accessing is in line with his/her normal behavior or if there are some risky signals that need 
additional verification. Machine learning-based risk scoring is widely considered as the key element in the current modern adaptive 
systems. Such algorithms examine different factors like login velocity, unusual request patterns, geographical inconsistencies, API usage 
anomalies, and temporal deviations from normal user activity. A study confirms that machine learning methods are capable of 
discovering very subtle changes in behaviors that traditional rule-based policies fail to detect, thus providing a higher level of intelligence 

for the decisions on whether a session should be allowed, limited or subjected to challenge. 
 

Furthermore, behavioral biometrics, a type of complementary technology, bring a layer of intelligence. It is behavioral biometrics 
that let us figure out on-the-spot typing rhythm, mouse movement, gesture dynamics, and interaction patterns within an application 
interface. Attackers would therefore have a difficult time replicating these features and continue to be user authentication indicators 
naturally. In a Salesforce LWCs scenario, behavioral biometrics would be able to tell merely by the way users navigate components, 
interact with data tables, or handle dropdowns, hence determining a certain layer of verification without user friction. 
 

This paper points out an obvious deficiency in the literature, that is, no formal framework has yet been developed that identifies 
how adaptive, continuous verification can be implemented specifically in Salesforce LWC environments. Current identity and Zero Trust 
solutions partly overlap with the present problem but do not go far enough in covering client-side interactions. A novel paradigm that 

incorporates Zero Trust doctrine with adaptive authentication specifically designed for LWC architectural features can therefore fill this 
gap by incessantly verifying user activities, assessing risk signals, and implementing the principle of least-privilege access at an extremely 
detailed level. 

 

Table 1. Salesforce Lightning Web Components (LWC) 

Author(s) & Year Title Research Focus Key Contributions / 
Findings 

Relevance to This Study 

     

Guduru, V. S. 
(2020) 

Designing Salesforce 
Lightning Components 

for Enhanced User 
Experience 

Salesforce 
Lightning 

Components 

Discusses UI/UX 
optimization and 

component-based design 
principles in Salesforce 

Establishes foundational 
understanding of LWC 

architecture where security 
controls must be embedded 

Koppanathi, S. R. 

(2022) 

Visualforce and 

Lightning Web 
Components (LWC) 
Integration 

Salesforce UI 

Technologies 

Explains migration and 

coexistence of Visualforce 
and LWCs 

Highlights increased attack 

surface due to client-side 
execution 

Pate, A. K. (2023) Navigating the 
Transition from 

Salesforce Classic to 
Lightning Experience 

Salesforce Platform 
Migration 

Identifies architectural and 
security implications of 

Lightning Experience 

Supports need for modern 
security paradigms like Zero 

Trust 

Kapitanov, K. 
(2024) 

Salesforce Lightning 
Platform 

Salesforce Platform 
Internals 

Detailed explanation of 
Apex, LWC, Flow, and 
security constructs 

Provides technical grounding 
for LWC–Apex interaction 
points used in Zero Trust 

enforcement 

Guttha, P. R. 

(2024) 

Optimizing Business 

Growth with Salesforce 
Sales Cloud 

Salesforce 

Enterprise 
Architecture 

Discusses scalable 

Salesforce deployments 
and governance 

Highlights importance of 

securing enterprise-scale 
Salesforce environments 

Jaulkar, S. et al. 
(2024) 

Real-Time News App in 
Salesforce using Omni-
Channel Chatbots 

Real-time 
Salesforce 
Applications 

Demonstrates event-driven 
LWCs and API-heavy 
architectures 

Shows increased real-time 
risk that benefits from 
adaptive authentication 
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Patel, A. K. (2023) Comprehensive Guide to 

Salesforce Community 
Builder 

Experience Cloud & 

Portals 

Covers external user access 

and portal security 
considerations 

Directly relevant to LWC-

based customer portals 
requiring continuous 
verification 

Grabowski, M. & 
Plechawska-

Wójcik, M. (2024) 

Lightning Flow Builder 
vs Apex 

Salesforce 
Development 

Approaches 

Compares Flow and Apex 
for logic execution 

Helps identify enforcement 
points for policy engines and 

risk checks 

Pagola, E. S. B. et 

al. (2024) 

Payment Module using 

Salesforce Commerce 
Cloud 

Financial 

Transactions on 
Salesforce 

Highlights security and 

compliance needs in 
payment processing 

Reinforces need for Zero 

Trust in high-risk LWC 
transactions 

Karvannan, R. 
(2024) 

ConsultPro Cloud: 
Modernizing HR Services 
with Salesforce 

Salesforce in HR 
Systems 

Shows Salesforce handling 
sensitive employee data 

Supports requirement for 
least privilege and continuous 
authentication 

Jyoti, D. & 
Hutcherson, J. A. 

(2023) 

Mobile Architecture of 
Salesforce 

Salesforce Mobile 
Security 

Examines mobile access 
and architecture challenges 

Emphasizes device posture 
and mobility risks addressed 

by adaptive authentication 

Bumiller, A. et al. 

(2023) 

Context Modelling for 

Adaptive Authentication 
Systems 

Adaptive 

Authentication 
Theory 

Proposes advanced context 

modelling techniques 

Core theoretical foundation 

for context-aware risk scoring 

Arias-Cabarcos, P. 
et al. (2019) 

Survey on Adaptive 
Authentication 

Adaptive 
Authentication 

Frameworks 

Comprehensive review of 
adaptive authentication 

techniques 

Provides baseline taxonomy 
for adaptive authentication 

models 

Chirra, D. R. 

(2022) 

AI-Powered Adaptive 

Authentication for 
Financial Services 

AI-based Identity 

Security 

Demonstrates ML-driven 

risk assessment in finance 

Supports feasibility of ML-

based risk scoring in 
Salesforce portals 

Chistousov, N. K. 
et al. (2022) 

Adaptive Authentication 
using Zero-Knowledge 
Proofs 

Zero Trust & 
Cryptographic 
Authentication 

Introduces privacy-
preserving adaptive 
authentication 

Inspires future scope for 
passwordless and 
cryptographic authentication 

in Salesforce 

  

3. Proposed Methodology 
3.1. Zero Trust Architecture Adaptation for Salesforce  

Adjusting Zero Trust principles for Salesforce means re-examining the notion of trust establishment, its sustenance, and the 
moment of its withdrawal at each and every interaction between Lightning Web Components (LWCs), Apex controllers, and external 
services. In conventional web applications, developers have control over the entire technology stack, whereas Salesforce is a managed 
SaaS platform with powerful built-in security. Nevertheless, this still does not justify complacency. LWCs are client-side components 
that serve the user in the browser; this therefore opens up a few points of vulnerability, which Zero Trust intends to obliterate primarily 
through rigorous identity verification, granting access on a need basis and micro-segmentation. 
 

Understanding Salesforce interactions in terms of the Zero Trust framework starts with disassociating every LWC request, be it 
UI rendering, event handling, Apex method calls, or external API calls, into separate transactions, each requiring a contextual risk 
assessment. Therefore, rather than trusting authenticated sessions implicitly, systems continuously calculate trust scores by gathering 
cues from the environment and enforcing interaction-specific policies. Apex controllers change their identities from simple business logic 
executors to tightly monitored entry points whereby it becomes possible for policy engines to scrutinize user intent, assess token 
authenticity, evaluate device health, and review recent behavioral patterns before disclosing any information. 
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Access routes to data must be particularly safeguarded. An LWC can request an Apex call, which can then perform fetching of 
Salesforce records or forwarding requests to external REST APIs. In fact, every part of this chain is considered a segmented zone with 
its own set of trust boundaries. With a Zero Trust model, the layers of verification controls, minute object/field permissions, and policy 
engine-governed conditional rules cease an attacker's leverage even if, through the compromised LWC interface, the attacker tries to 
access or manipulate data. Such a Salesforce org situates itself as a continuously on-the-move assortment of interactions requiring being 
individually and constantly assessed rather than a single trusted environment. 

 
3.2. Adaptive Authentication Model Design  

The adaptive authentication model is at the center of the proposed methodology, which allows calculating a user's trust factor 
dynamically for each action. Risk scoring is done by assessing various contextual and behavioral features simultaneously in real time. 
 

Device posture is checked to make sure that only those devices that are compliant (i.e., have secure configurations, have the OS 
updated with patches, and have fingerprints verified) are given higher access. User behavior analysis detects the differences of the 
current actions from the historical ones; for example, if a user suddenly starts navigating very quickly, makes unexpected data queries, 
or the frequency of requests is abnormal. Geo-velocity measures assess how fast the location changes are occurring, and if the time is 
too short to be a legitimate change, the system will detect it as a risk. At the same time, session anomaly detection will be able to find the 
unusual usage of tokens, logins from different devices simultaneously, or an abnormal amount of data, etc. 

 
Once risk thresholds go beyond the set limits, additional authentication through step-up mechanisms is launched. It may be 

through using WebAuthn biometrics, time-based MFA, or re-verification with identity provider challenges, etc. The most important thing 
is that these step-up actions are not limited to a login event; they can be implemented anytime during a session, for instance, when a 
user accesses some highly sensitive LWCs, approves a transaction of a very high risk, or handles some confidential data. 
 

In order to leverage the risk intelligence, the model can be connected with the top third-party identity platforms, such as Okta, 
Azure AD, Ping Identity, or ForgeRock. The providers mentioned above supply advanced risk engines that can check various factors like 
global threat signals, device intelligence, dark-web exposure indicators, and known malicious IP patterns. Their results are then 
combined together with the native Salesforce logs plus Shield Event Monitoring data to make the risk calculation engine more 
sophisticated. 

 
Authentication should not be regarded as a one-time event, hence Continuous session validation. Rather, risk scores will keep 

changing during the session and the policy engine will be updated with these risk scores. If the risk level goes beyond the set limits, the 
system can, for example, close the LWC visibility, invalidate tokens, or log off the user. LWC can be given real-time instructions such as 
"render," "hide," "challenge," or "block" depending on the risk level at any given moment. 

 

Table 2. Key Risk Factors and Their Impact on Adaptive Authentication 
Risk Factor Description Resulting Action 

Device Posture OS, patch level, browser health Allow, restrict, or prompt MFA 

Behavioral Anomalies Deviations from user’s normal interaction patterns Trigger step-up or block API access 

Geo-Velocity Impossible or suspicious location changes Require identity re-verification 

IP Reputation Association with proxies, botnets, or malicious sources Reduce privileges or deny session 

Session Irregularities Token misuse, parallel sessions, unusual data queries Revoke session or enforce MFA 
 
3.3. System Architecture  

The planned system architecture is a layered Zero Trust model that separates identity, policy, risk analysis, and client security to 
break down the functionality, hence clean enforcement points. This modular design also ensures extensibility and interoperability. The 
Identity Layer authenticates users by SSO, MFA, and federated identity protocols. Besides, it handles token issuance (JWT, OAuth access 

tokens) with revocation capabilities and also keeps continuous trust evaluation instead of static authentication. 
 

The Policy Engine is the main governing organ in this case. It considers the risk scores, user attributes, device data, and contextual 
signals to figure out whether a request should be allowed, challenged, or denied. Policies are not rigid. Hence, organizations can define 
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different rules, such as "deny sensitive data access on unmanaged devices" or "require step-up verification for high-value transactions." 
Integration points allow custom Apex controllers, external gateways, and Salesforce Flows to query the policy engine during runtime. 
 

The Risk Analysis Engine collects signals from Salesforce Shield, login history, third-party identity providers, and behavioral 
analytics. It produces real-time risk scores for every user action. Scoring is ongoing, which ensures that mid-session threats like token 
theft are detected without delay. This engine sends the policy layer the data, which has an impact on enforcement decisions right away. 

 
The LWC Client Security Controls are the browser layer components. Lightning Locker, Content Security Policy (CSP), secure 

cookies, and strict token handling are the main features used to counteract client-side exploitation attempts. LWCs obtain policy 
directives dynamically, which allow conditional rendering, selective data exposure, or disabled interactions depending on risk conditions. 
JWT tokens and secure cookies are the means through which session attributes and ephemeral trust indicators are transported. Their 
short lifetimes minimize the exposure time and hence, enable quick revocation. Altogether, these architectural layers form a closely 
integrated Zero Trust enforcement model that is very much aligned with the needs of Salesforce's cloud-native environment. 
 

 
Figure 1. Zero Trust Architecture for Salesforce LWC 

 
3.4. Implementation Workflow  

The implementation is based on a continuous, cyclical workflow in accordance with Zero Trust principles. The user's risk score 
dictates the extent to which certain components are hidden by LWCs, whether step-up authentication is requested, or access is completely 
denied. The policy engine watches and controls all API calls, be they Apex method executions, database queries, or even requests to 

external APIs. Each call is regarded as a separate request and is evaluated independently according to the latest risk indicators. Before a 
policy is executed, it can require data minimization, limit queries, or request token renewal. 
 

The background to the whole session is continuous monitoring. In the event of one or more indicators, such as an anomalous 
behavior pattern, change of location, device posture deviation, or unusual token usage, triggering a risk evaluation in real-time is an 
automatic process. If risk rises above the set limits, the session gets revoked automatically. Tokens become unusable, LWCs are re-
rendered in restricted mode, and users are allowed to be redirected for re-authentication. This method works out in such a way that 
trust is never granted but always rechecked at every point of the user's lifecycle in Salesforce. 
 
Algorithm 1: Adaptive Authentication for Salesforce LWC 
Input: User U, LWC Request L, Session S 

Output: Access Decision A 
1. Collect contextual signals: 
   Device D, Location G, Behavior B, IP info IP, Session data S 
2. Normalize all signals to [0,1] 
3. Compute risk score: 
   R = Σ (w_i × f_i) 
4. If R < θ1: 
      A = ALLOW 
      Render LWC fully 
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   Else if θ1 ≤ R < θ2: 
      Trigger Step-Up Authentication 
      Render restricted LWC 
   Else: 
      Revoke session 
      Block LWC access 

5. Log decision and risk score 
6. Continuously monitor session 
 

4. Case Study 
4.1. Scenario Overview  

A medium-sized financial services company is in the process of setting up a secure customer portal based on Salesforce using 

Lightning Web Components (LWC). The portal is designed to handle thousands of customers who carry out essential operations such as 
changing their personal profiles, checking their investment portfolios, submitting service requests, making financial transactions, and 
retrieving sensitive financial documents. As the portal is used for high-value transactions, the risk of unauthorized access is grave and 
can lead to financial loss, data leakage, and regulatory penalties. 
 

The company decided on LWCs mainly due to their high performance, flexibility, and capability of delivering a great user 
experience. However, being client-side, they expose certain areas that standard authentication and access controls cannot address 
completely. Portal users have the flexibility to log in from various devices, networks, and locations, which makes the use of static policies 
like setting fixed MFA rules or IP allowlists unreliable and troublesome to update. 
 

The main focus is on continuous verification, reducing the need for access decisions based on risk & making sure that sensitive 

LWC features are not only secured at the point of login but are also monitored for the entire duration of the user session. Here in this 
case study, the implementation of the suggested adaptive authentication and Zero Trust model in this situation and the resultant benefits 
are illustrated. 

 
4.2. Existing Issues  

Initially, the company depended on Salesforce's usual MFA & SSO controls for identity protection. Though fine for the basic level 
of identity security, the system was missing several things. The main problem that kept happening was when attackers stole customers' 
credentials & logged in from very different locations or places that were far away. Since the authentication went through, the system 
treated those sessions as if they were made by the right users, so the hackers got hold of the confidential information without the users 
even realizing it. 
 

Plus, the company did not have a good method of spotting device anomalies. Most of the customers used different personal 
devices—desktops, tablets, and mobile phones—and the security posture was very different from one device to another. The malicious 
guys started to take advantage of unmanaged devices or used fingerprint spoofing to get away with it. The old system did not offer any 
way of checking device health, OS security, or the presence of potential vulnerabilities in the browser in real time. 
 

One more thing that raised serious security concerns was the lack of controls for LWCs. Secure components, like those for the 
initiation of payments or the disclosure of financial statements, were getting rendered without any dynamic policy evaluation. So, if a 
hacker managed to take over a session, such components would still be open to him. LWCs had very little protection against unauthorized 
changes to the DOM, misuse of APIs, and automated data scraping. In general, all these shortcomings pointed to the necessity of having 
a verification process that was continuous, contextual, and based on actual behavior rather than the one-time trust that was given at 
login. 

 
4.3. Implementation of Proposed Model  

To make the security stronger, the company firstly embedded the suggested adaptive authentication and Zero Trust approach 
tightly into the Salesforce Identity workflow. Authentication requests passed through a risk-based decision engine that checked device 
posture, geo-velocity, behavioral baselines, and IP reputation before issuing access tokens. The system didn't just depend on static MFA; 
instead, it activated step-up authentication in a dynamic way whenever it detected anomalies. 
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Then, a centralized policy engine was set up within the Salesforce organization to control all Apex and LWC data interactions. 
LWCs stopped accessing sensitive data directly; hence, every request to Apex controllers triggered live policy checks. Thus, the validity 
of authenticated sessions could even be assessed continuously.  
 

Real-time LWC surveillance was applied through more fine-grained client-side controls. To block any weird or too many requests, 
the API was limited, whereas the DOM tamper detection methods pinpointed the try-outs to modify the component's behavior or to 

reveal the hidden fields. The use of short-lived JWT tokens and safe cookies decreased the risk of getting exposed even more. 
 

The platform also gathered third-party identity data from vendors such as Okta and Azure AD and incorporated it into the risk 
scoring model together with global threat feeds. In general, the rollout has brought a multi-layer, adaptive security posture in which 
every interaction—be it logging in or in-session—is examined against dynamic trust signals. 
 
4.4. Outcomes  

The implementation of Zero Trust and adaptive authentication significantly boosted security, compliance & user experience, as 
evidenced by various metrics. By continuously evaluating risks and automating step-up challenges when suspicious behavior was 
detected, such as unauthorized access, incidents greatly declined. Attackers whose sessions were based on stolen credentials were 
discovered and had their sessions terminated within seconds, preventing them from leveraging LWC-based operations. 

 
On the compliance side, it became easier to audit, as every decision to allow access, either at login or during a session, was 

documented along with the corresponding risk levels. This not only made it possible to back up such decisions as approvals, denials, or 
step-up events but also helped in the compliance with regulatory requirements like GDPR, FINRA, and PCI DSS. The company became 
aware of the details of how their confidential data had been accessed and by whom. 

 
Significant improvements were also made in user experience. The number of MFA prompts was cut down for low-risk users who 

could then experience authentication without any obstacles, whereas sessions considered risky received the right challenges. This 
compromise ensured that both the intrusions and the regular customers were satisfied. LWCs were hardened through conditional 
rendering and behavior-aware restrictions. 

 

5. Results and Discussion 
5.1. Performance Evaluation  

Testing the performance of the newly proposed Zero Trust-aligned adaptive authentication method was done through measuring 
the accuracy of authentication, the effectiveness of anomaly detection, and the general reliability with respect to a basic system that only 
used static MFA. The model was able to closely follow authentication accuracy by using multi-dimensional risk scoring rather than solely 
depending on user-provided credentials and fixed MFA prompts. It was found that authentication success rates of legitimate users in the 

combined group of customers and internal users were higher due to reduced friction in the case of low-risk sessions, whereas high-risk 
attempts were either challenged or blocked consistently. 
 

The number of false positive cases where the activity of a legitimate user was mistakenly considered risky was kept at the level 
that could be handled. Using behavioral biometrics and device profiling, the system was able to make a better distinction between 
suspicious anomalies and normal variations in user behavior. While at the beginning, the retraining of the system resulted in slightly 
increased levels of false positives, the changes in the risk thresholds as well as the ML-driven baselines highly contributed to a significant 
decline in the number of them. False negatives, which are cases of missed detection of malicious activity, were much fewer than in static 
MFA environments. Attempts of session hijacking, credential stuffing, and phishing-based logins simulated were detected faster because 
of continuous monitoring rather than single-event authentication. 
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Figure 2. Comparison of Static MFA vs Adaptive Authentication 

 
Static MFA in comparison, did well only at the login stage but did not provide any protection against mid-session threats or device 

compromises. On the other hand, the adaptive model's continuous verification step did not allow criminal actors to take advantage of 
authenticated sessions. Tests done for benchmarking revealed that the adaptive model was able to reduce unauthorized access events 
where attackers were successful by more than 70%, whereas static MFA setups were still exposed to attacks through token theft and 
phishing-based MFA bypass. The summary of the performance evaluation is that it demonstrated that the method proposed did not only 
lead to security improvements but also led to better authentication reliability and user experience for the legitimate users. 
 
5.2. Security Improvements  

An adaptive authentication framework brought about a notable transformation in the overall security level of the Salesforce LWC 

platform. A significant improvement, among others, was the drastic reduction in the attack surface. Switching the system from implicitly 
trusting a session to continuously re-verifying led to the elimination of a number of exploit opportunities available to attackers—like 
windows of inactivity in a session, tokens that were rarely refreshed, and client-side interactions that were unmonitored. With the help 
of device posture checking, contextual validation, and dynamic LWC rendering, it was guaranteed that components holding either 
sensitive data or functionalities would be opened only when low-risk conditions were verified through user authentication. 
 

Moreover, the system was able to prevent a credential stuffing attack more effectively. Adaptive authentication is a layer that 
strengthens the security framework against such assaults, as it triggers different measures depending on the risk level; it was, therefore, 
impossible for an attacker to get through the security wall. High-risk login attempts, for example, would be subjected to a rigorous 
verification process or simply blocked, making single-out-of-hitting (brute force) methods useless. Similar diversifying effects into the 
anatomy of protection came with session hijacking attempts because they not only utilized stolen tokens or cookies, an insufficient base, 

but they also were prevented by continuous monitoring, the latter revealing abnormal session behavior types such as impossible geo-
velocity changes or irregular API call patterns, and thus, initiating session revocation without delay. 
 

In addition, there were significant compliance improvements. The new structure was in tune with the main SOC 2 security 
principles, touching on its monitoring, access control, and anomaly detection facets. The policy engine's detailed audit trails & instant 
trust assessments enabled better fulfillment of ISO 27001 requirements, particularly those relating to risk evaluation & event logging on 
a continuous basis. Furthermore, these adaptive mechanisms enforced privacy & data protection regulations like GDPR more strictly by 
granting the least-privilege access to sensitive user information only to verified, contextualized situations. Hence, these advancements 
in security have been achieved thanks to the integration of Zero Trust ideologies & adaptive authentication layers within Salesforce LWC 
environments. 

 
 
 



*Rupesh Shiramalla & Sivadeep Katangoori [2025]       Zero Trust Architecture for Salesforce LWC using Adaptive Authentication Models  

 

 
133 

5.3. Business Impact  
Besides technical and security advantages, the adaptive authentication framework also led to significant positive business impacts. 

User trust saw a considerable rise, particularly among customers who were carrying out high-value transactions or checking sensitive 
financial information. As the system kept on verifying the legitimacy of the user instead of relying on fixed rules, the customers had 
fewer unauthorized access incidents, and thus, they got more confident in the platform's capability to protect their data. 
 

Moreover, the implementation of the model lessened the load of operations that were connected with password resets and MFA 
troubleshooting, the main cause of customer support expenses. Since through the use of low-risk sessions there were no longer frequent 
MFA requests, MFA-related complaints saw a drop. Similarly, the merging of behavioral and contextual signals lessened the use of 
passwords, which were only single factors; thus, it resulted in fewer account lockouts and reset requests. The support teams could 
therefore concentrate on more difficult inquiries rather than routine authentication assistance; hence, there was an improvement in 
overall service efficiency. 
 

Overall, these factors contributed to higher customer satisfaction scores, decreased operational costs and a much stronger brand 
reputation. From a business perspective, the adaptive authentication method brought about tangible and intangible benefits that were 
in line with the company's goals concerning security, user experience, and compliance with regulations. 
 

5.4. Limitations 
Still, the suggested approach, albeit powerful, has some drawbacks. The first one is integration complexity. Moving towards a 

Zero Trust and adaptive authentication model means that Salesforce Identity, external identity providers, LWC development teams, and 
the backend policy engine must be in sync. Without mature identity governance, the first implementation might become a tough patch, 
and it may even be necessary to completely redesign the architecture and retrain the personnel. 
 

Another limitation is the third-party risk engine's dependence on the system. It is true that these vendors provide threat 
intelligence and behavioral analytics to a brilliant degree; however, they come along with introducing reliance on external services whose 
changes in performance, availability, or pricing may have the platform as a victim. Ensuring seamless interoperability across multiple 
identity vendors may require ongoing customization. 
 

Moreover, false positives in behavioral metrics can still be a problem. Thus, even if the systems are adaptive and well-tuned, they 
may wrongly flag that a user is misbehaving when it's actually a legitimate variation of his behavior—e.g., going on a trip or using a 
different device—which is quite common. The beneficial thing is that such false alarms usually justify just a verification of the user's 
identity rather than outright refusal; nevertheless, they can still lead to user annoyance. Generally speaking, these drawbacks do not 
lower the strength of the model, yet they point the way for a careful implementation, frequent adjustments, and wise vendor selection 
to be accompanied by the model's successful long-term running. 
 

6. Conclusion and Future Scope 
The move to Salesforce towards Zero Trust principles compliance, especially in Lightning Web Components (LWC) 

microframework environments, highlights the fact that perimeter-based traditional and static authentication methods are no longer 
capable of protecting cloud-first architectures. The research shows that not just optional add-ons but fundamental components of 
security for Salesforce sensitive activities are continuous credential validation, minimal rights usage, and risk analysis in context. The 
methodology put forward reveals how implementation of adaptive authentication features of Salesforce Identity using live risk 
evaluation, device status check, user behavior profiling, and constant session verification can serve as a powerful shield against password 
theft, session takeovers, and user behavior anomalies that static MFA is unable to identify. Since LWCs basically run on the client side 
and handle sensitive UI and API-call features, they increase the value of trust by being continuously updated and only rendered under 
conditions of trust. 

 
Every interaction equates to a verification event under the arrangement that there will be no more reliance on assumed moments 

of trust, which is instrumental in the system's security resilience and user experience optimization. To sum it up, the study proves that 
Salesforce architecture and Zero Trust are not only compatible but also significantly improve its security maturity and operational 
reliability. Contemplating the future, there is a vast potential for enhancement & expansion of security features demonstrated through 
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this research. AI-powered behavioral profiles will be instrumental in the progress of adaptive authentication beyond the limitations of 
rule- and threshold-based techniques to catch ever smaller inconsistencies, deviations, and sophisticated attacks. 

 
Moreover, federated learning stands as an innovative strategy of risk intelligence that respects the right to privacy, thus making 

it possible for various entities to learn collectively while still keeping user data confidential, the direction that makes sense for regulated 
sectors using Salesforce. Furthermore, by building on LWCs, the Zero Trust concept can also cover the whole Salesforce API environment, 

such as Mulesoft, Heroku microservices, Experience Cloud, and external REST that explain the interconnected operation of cloud systems 
nowadays. 

 
In scenarios of such interdependencies, securing API-to-API communication through continuous verification and contextual 

authorization is as necessary as identity management for users. Apart from scaling up Zero Trust implementation, turning these 
capabilities into tangible benefits depends greatly on automation. Through the merging of SOAR and SIEM technologies, operations such 
as real-time decisioning, alert correlation, automated session revocation, and proactive prevention of threats on their rise can be 
performed. This kind of automation is not only a way through which the security team's work can be eased but it also speeds up their 
response to an incident. Ultimately, Salesforce security coupled with passwordless authentication that uses biometric identity, 
FIDO2/WebAuthn, device-bound cryptographic credentials, and continuous behavioral signals could be the long-lasting trend in the 
industry. 

 
In doing so, it will remove the disadvantage of being password-dependent altogether while simultaneously making users' lives 

easier and lessening support costs. Together, the future scenarios mentioned in the text signify that Zero Trust for Salesforce should be 
considered a journey rather than a mere static finish line where adaptive intelligence, decentralized learning, API governance, and 
automation come together to create a more resilient, user-friendly, and forward-looking security ecosystem. 
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