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1. Introduction 

Real-time risk assessment and volatile market forecasting are important modern challenges. Rapidly changing, widely available data 

streams make deep learning (DL) attractive for these tasks. In addition, cloud computing vendors, such as AWS, Microsoft Azure, and GCP, 

as well as specialized companies like Chainanalysis, offer tailored services, easily supporting data ingestion, orchestration, model storage 

and deployment. However, the cloud provides more than just resources; the decoupling of processing and storage offers real-time 

opportunities. When exploring cloud-based architectures for DL in general, often classic risk and time-series models appear—without 
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accounting for potential strengths. Cloud-based financial services are therefore considered, identifying key considerations, trade-offs and 

possible contributions. 

 

Real-time analytics enable quickly addressing rapidly changing phenomena such as earthquakes or stock market crashes. Signal-based 

systems, like DL, ingest vast amounts of data, processing either all at once or stream-based. Filtering, feature extraction and classification 

comprise the general steps, and feature engineering to establish short-, mid- and long-term elements is also required. The necessary 

feature sets dynamically change, but lag windows remain a constant source of information—also supporting prediction for time-feature 

windows longer than half their size. In finance, feature-driven signal bases are well known, embracing areas including classic technical 

indicators, simple arrangements from market microstructure properties of equities, and the well-documented short-term influence of 

news. 

 

1.1. Purpose and Scope of the Study 

Real-time risk assessment and market forecasting are two of the most important applications of financial deep learning. While a large 

number of financial deep learning models are presented, there are only a few methods designed for risk and market prediction that could 

be deployed in real-time and on cloud environments. This study investigates how such models can be designed and deployed in a cloud 

environment with a focus on risk assessment and market forecasting. Cloud-specific considerations, such as governance, privacy, 

scalability, and model-weight storage, are specifically addressed. 

 

A breadth of state-of-the-art cloud financial risk assessment and market forecast models, architectures, and requirements are detailed 

before establishing guidelines for new real-time deep learning models that can be trained, monitored, and governed in a cloud 

environment. With the characteristics and needs of several yet-unaddressed classes of cloud-deployed hyperparameter-searchable and 

ensemble real-time risk assessment and multi-forecast models defined, future work will formalize, train, and deploy these models. It will 

jointly satisfy these additional requirements while also facilitating the inclusion of uncertainty information, such as confidence intervals 

and quantiles, in infrastructure-exposed risk measures. 

 

 
Figure 1. Scalable Resilience: A Governance Framework For Real-Time Deep Learning In Cloud-Based Financial Risk Assessment 

 

2. Background and Related Work 
Deep learning (DL) has gained considerable traction in financial applications, especially in credit scoring, transaction fraud detection, 

multivariate time-series forecasting, and risk analysis, stability, and stress testing. The growing research activity derives from the rapid 

advancement of computational capabilities, the increasing volume of transactional and market data made available by financial institutions 

(FI) and, more recently, from Cloud19 enabling the democratization of Artificial Intelligence deployment. Nonetheless, as of early 2021, less 
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than 15% of the work—whether academic or commercial—launched or made publicly available by the FI industry was related to real-time 

risk assessment (RA) and/or market forecasting, an area where Deep Learning Models, especially deep neural networks, were expected to 

deliver important breakthroughs. 

 

Cloud-transposed infrastructure development essentially centralized deep-learning processes, turning the infrastructures into large 

servicing flows for Edge Terminals and systems, thus introducing new Critical Success Factors related to scalability and speed of response. 

All the action at Edge models—Compression of the Deep Learning Architecture, Reduction of the Size of the Data Stream—for the Latency 

and Bandwidth treatment that drift on-line and real-time performance appear to now coalesce into the main Clouds. The trend is to keep 

only primary and secondary data—those that contribute to the real-time risk analysis deployed on a Cloud—at the source of the data 

generation avoiding duplication of data storage in cloud and Edge architectures; and use Market Data for those Market models in the 

Cloud itself to provide data in time order to serve the market, thus avoiding what already appears to have become a bottleneck, Latency, 

coupled with Compression of Size Driving the Compression in Cloud Probabilistic or Market Models and their Compression into Edge 

Terminals. 

 

 
Figure 2. Distribution of Daily Asset Returns With 5% Value-At-Risk (Var) 

 

Equation 1) Feature scaling equations (min–max, z-score) — step by step 

A) Min–max scaling 

Given a raw feature value  , with dataset minimum      and maximum     , we want a scaled value    ,   -. 

Step 1: shift so minimum becomes 0 
       

Step 2: compute the original range 
          

Step 3: divide by the range to map into ,   - 

   
      
         

 

If you want a general target interval ,   -: 

     (   )      (   )
      
         

 

B) Z-score scaling (standardization) 

Given feature mean   and standard deviation  , we want a transformed feature with mean 0 and variance 1. 

Step 1: center   
    

Step 2: scale by spread 

  
   

 
 

Where (population form): 
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2.1. Literature Review of Deep Learning Applications in Finance 

A comprehensive literature survey highlights the diverse Deep Learning (DL) applications in finance, particularly over the last decade. 

A systematic overview of recent developments and open challenges underscores the emergent intersections of Cloud Computing and 

Finance, revealing hitherto unexplored avenues for real-time analytics with deployment in the cloud. 

 

The banking sector was an early adopter of ML and AI techniques, but in recent years there has been rapid growth in the adoption of 

DL technologies for a much broader range of complex financial data, enabling asset valuation, pricing, and trading strategies across linear 

and nonlinear derivatives, foreign exchange, and cryptocurrencies. DL techniques have streamlined activities traditionally performed by 

analysts, such as monitoring performance of corporate boards, forecasting M&A transaction success, and generating corporate credit 

ratings. They have also powered new applications such as bootstrapping credit default swap curves, automatic generation of fundamental 

valuation models, and predicting investment recommendations. Numerous surveys consolidate the general literature on applications of AI, 

ML, or DL to finance, cover economics or finance-focused applications of DL, or examine specific application areas. 

 

3. Cloud-Based Deep Learning Architectures for Finance 
Cloud-computing architectures to realize deep-learning applications in finance help resolve commonly discussed issues related to data 

volume and access. The central question, whether to deploy the model in the cloud or on an edge device remains relevant, yet an 

orthogonal aspect—the suitability of cloud architectures for real-time prediction—emerges in addition. A third important consideration 

relates to how cloud architectures provide fast access to deep-learning inference service for streaming use cases requiring very low latency. 

 

The discussion distinguishes between the capabilities of Edge and centralized cloud architectures that rely on Cloud Functions for 

low-latency triggers. Finally, the infrastructures that provide data storage and compute capacity remain closely related, while sample rarity 

helps alleviate the impact of the volume of serving requests by high-frequency trading companies. Availability of cloud orchestration 

solutions enables the realization of Centralized Cloud Architectures and thus the training of deep neural networks for real-time predictions 

for financial time series in the cloud. Provided that the financial data catalogue is managed carefully, and delivery delay is not among the 

main concerns, the availability of low-cost virtual computers allows meeting the latency requirements of companies that buy prediction 

service for complex, costly-to-implement models. 

  

Table 1: Comparative Risk Analysis: VaR and Expected Shortfall at 95% Confidence 

Measure (α=5%) Return threshold/value 

VaR (empirical) -0.018565888284850545 

ES (empirical) -0.03297839849938317 

VaR (normal) -0.022474026357850178 

ES (normal) -0.02814996901681592 

 

3.1. Overview of Cloud-Enabled Deep Learning Models in Financial Applications 

Recent years have witnessed an increase in the adoption of Deep Learning (DL) for various financial applications, including risk 

assessment, market forecasting, trading strategy generation, and trade execution. End-to-end deep learning approaches introduced in the 

context of banking institutions and investment management exemplify a shift away from traditional machine learning techniques. While 

these applications have demonstrated strong performance, they often lack proper operationalization aspects. Specifically, the deployment 

and training of deep learning models, including drift monitoring, retraining strategies, and data privacy concerns, require further 

elaboration. 

 

The demand for real-time decision-making, risk assessment, and forecasting in finance creates a specific set of requirements. These 

requirements include low-latency communication with exchanges, news providers, and social media channels, as well as time-sensitive 

feature engineering to ensure a valid signal for decision-making and risk assessment. Given these aspects and the key enabler of edge 

cloud computing, two directions for future research and discussion become apparent. The first relates to the operationalization of end-to-
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end deep learning methods in the context of banking and portfolio management, while the second focuses on exploring cloud-enabled 

time-series forecasting. The first direction is twofold. On one side, it seeks to establish operational aspects that can be applied to banking 

applications, while on the other side, it explicitly explores bank portfolios for investment management. 

 

 
Figure 3. Operationalizing End-To-End Deep Learning in Finance: Integrating Edge Computing For Low-Latency Risk Assessment 

and Real-Time Portfolio Management 

 

4. Real-Time Risk Assessment Frameworks 
Cloud computing supports real-time Finance Deep Learning (FDL) application deployments, as illustrated by two active FDL risk 

management use cases focused on data ingestions pipelines. The first use case relates to a data ingestion pipeline that integrates data 

accumulated during multiple prior years and in different formats from vendors, public institutions, and supervisory authorities. Sources 

include credit risk data from credit agencies, forth-coming European Banking Authority stress-testing results, insurance conditions, 

macro-economic signals, evolving contagion spreads estimations, and counterparty banks revenue forecasts. The pipeline incorporates log 

files, scans incoming data for formatting/truncation discrepancies, and exports all raw and processed quality-checked information to a 

dedicated big data acquisition retail data lake. 

 

The second risk assessment use case is linked to speed of computation on streaming data and real-time reaction capabilities. Banks 

and the whole financial industry are required to detect and react to locational information – either naturally induced (e.g. earthquake), 

health emergencies (e.g. pandemic), financial instability in outward–inward economies (e.g. crises in Eastern–Western Europe, Western 

Europe–Middle–Far East, profit deviation in outward horizon(s)) – given the real-time signal revealed in sentiment analyses on multiple 

sources. Transformation of unstructured into structured data (event extraction) running on streaming text data is a known field. 

Achieving automatic real-time event detection is well documented. Detecting abnormal tension in monitoring spreading from the same 

text archive (natural language processing four moods composite index for outward–inward economy metascore sentiment) has been 

clearly algorithmically identified. 
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Figure 4. Parametric Value-At-Risk (Var) Under Normal Distribution Assumption 

 

Equation 2) Lag features  

Let    be price at time  . Common derived series is log return: 

     (
  
    
) 

For a chosen lag set   *          +, the feature vector at time   is: 

Step 1: collect lagged values 
   ,                      -

  

Step 2: define supervised learning target 

 regression (predict next return):         

 classification (predict direction):     ,      - 

Step 3: build dataset 
  *(     )+    

    

 

4.1. Data Ingestion and Preprocessing in the Cloud 

Data ingestion pipelines ingest and preprocess real-time raw data for a finance application deployed in the cloud. Source data include 

external offerings such as stock data from AlphaVantage and news sentiment analysis data from Google News, as well as internal data, 

financial ratios, company fundamentals, and narratives from social media sourced via web scraping and third-party APIs. The combination 

of source types covers batch and streaming data. Streaming data sources deposit data in cloud storage for batch ETL in regular intervals 

that meet the timeliness constraints of the intended application. ETL operations validate data quality, assess structural and semantic 

integrity, transform data for specific uses, and detect outliers. Data quality is critical in finance applications, and integrity checks are 

integrated in each step of incoming data preparation. External data are protected with API quorums to cover possible timeouts and 

injected with dummy data when needed to enable persistence of the application during short periods of incomplete data. 

 

Feature engineering is used to prepare financial signals for machine learning. Financial time-series signals have different 

distributions, and normalization is necessary to enable complementarity during training or fitting. Lag features at different time lags are 

included for all signals to capture time dependencies. Technical indicators added by domain experts help improve model performance. In 

addition to the markets’ states, market makers’ orders’ behaviour encoded in market microstructure signals is used to represent the 

underlying dynamics affecting asset prices. 

 

4.2. Feature Engineering for Financial Signals 

Feature engineering for financial signals considers the creation of market indicators that capture and highlight information hidden in 

price movements. Signal normalization is a common step in most approaches, usually achieved with min-max or z-score scaling. The 

characteristic temporal structure of price movements can be exploited by using lag features to define a relationship between past and 
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upcoming movements in the market. Lag features can significantly improve forecasting accuracy and must be chosen carefully through 

hyperparameter tuning. Nonetheless, a proper choice of lag structure is expensive, given multiple assets. 

 

Technical indicators are another relevant group of engineered features. They are usually based on the price of an asset and identify 

past trends such as overbought or oversold conditions. The normalization process for price-based indicators can be different, as the range 

is generally not constant. Features based on the order book, often generated by the inclusion of features based on market microstructure, 

can also play an important role, since they capture the imbalance between supply and demand and explain price movements. 

 

5. Market Forecasting Models and Deployment 

A diverse set of approaches is employed to forecast financial time series and the choice depends on the information available and the 

forecasting horizon. Studies dealing with industrial sectors frequently use Linear Discriminant Analysis, Autoregressive Integrated Moving 

Average, Vector Autoregressive, stochastic volatility and regime-switching models to forecast sector stock indices. More complex and 

accurate models such as those based on Recurrent Neural Networks, Transformers and hybrid approaches are suitable for cloud 

deployment. The high-dimensional nature of financial time series should be addressed and it may benefit from the use of multi-asset 

forecasting frameworks, ensemble approaches combining different methods and uncertainty quantification techniques. 

 

Time-series forecasting has become an active field in Deep Learning. Two main families of methods can be identified: those directly 

predicting the future values of time-series and those classifying the future movements. For many time-series, predicting the next value is 

easier than classifying whether the next value will be higher or lower. However, in finance, it has been empirically observed that models 

predicting the probability of future movements tend to deliver higher Sharpe ratios. Consequently, all forecasting approaches need to be 

evaluated not only in terms of accuracy, but also of the actual P&L they generate with a given trading strategy. 

 

5.1. Time-Series Modeling in Cloud Environments 

Various time-series modeling strategies are amenable to cloud-based deployment. Classical econometric methodologies, such as 

Vector AutoRegressions (VARs), Vector Error Correction Models (VECMS), or Hidden Markov Models (HMMs), are popular within the 

finance domain. Nevertheless, contemporary cloud-based procedures have tended to favour data-driven machine learning algorithms. In 

particular, Recurrent Neural Networks (RNNs) and their derivatives, such as Long Short-Term Memory models (LSTMs), have been 

frequently employed due to their inherent capacity to model sequential structures and long-range dependencies. More recently, 

Transformers—novel architectures originally conceived for natural language processing—have been demonstrated to excel within time-

series modelling contexts relative to conventional RNNs. Such neural network models have also benefited from the recent advances in 

generalisation and transfer-learning capabilities offered by the design of sparse Transformer architectures and their cross-domain pre-

training.  

 

Time-series modelling operations within a cloud environment often occur at scale. As such, latency considerations and 

asynchronously distributed computational tasks are important to bear in mind, particularly when a model is exposed as an online service 

for prediction and inference. It is also important to investigate multi-asset forecasting within these cloud settings, particularly as financial 

assets are often traded in baskets. Ensemble methods can further be investigated to support such multi-asset forecasting tasks, with cloud 

capabilities furthermore allowing for uncertainty quantification and calibration of such predictions. Probabilistic forecasts based on a 

normal distribution assumption are straightforward to compute, with risk measures—such as value-at-risk or expected-shortfall 

estimators—relatively easily extracted from such predicted densities. 
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Figure 5. Scalable Cloud-Based Time-Series Architectures: From Classical Econometrics to Sparse Transformers for Multi-Asset 

Forecasting and Probabilistic Risk Estimation 

 

Table 2: Comparative Analysis Of Feature Scaling Techniques: Min-Max Vs. Z-Score 

raw x min-max scaled z-score scaled 

105.0 0.4 -0.041702882811414356 

102.0 0.28 -0.41702882811414893 

110.0 0.6 0.5838403593598099 

95.0 0.0 -1.2927893671538628 

120.0 1.0 1.8349268437022583 

 

5.2. Multi-Asset Forecasting and Uncertainty Quantification 

Multi-Asset Forecasting and Uncertainty Quantification Most forecasting work in the financial domain focuses on one asset. Multiple-

asset models, however, benefit from shared information, such as macroeconomic data or signals from other assets in the same class. 

Results can be improved using ensemble forecasting. When modeling probabilities, one wants to ensure that the predicted distribution is 

not only accurate but also calibrated. The simplest approach is to take the mean of the predictions across the ensemble of models. 

Techniques such as quantile regression or predictively-quantile-ordered regression trees learn the quantiles directly rather than the mean 

and the corresponding 1-step-ahead error distribution. Other methods are also available that learn the prediction distribution. Finally, risk-

sensitive measures, such as the expected shortfall, are also of interest in settings where the outcome can look very different when severe 

financial losses arise, hence where simply focusing on accuracy is insufficient. 

 

6. Training, Monitoring, and Governance 

The cloud offers unique opportunities to define the complete life cycle of DL models for time series signals in finance, including the 

training and continuous monitoring of the inference networks. Such models need to be monitored continuously, and any detected model 

drift should trigger retraining and deployment. The infrastructure should automate deployment after retraining, including all governance 

requirements. Automated tools such as Microsoft MLOps are necessary for enterprise scenarios. The governance process must define key 

elements such as drift metrics, monitoring thresholds, and training-life cycle management. 

 

A DL model for time series signals in finance sends monitoring metrics of the network predictions to the cloud. Such metrics typically 

include model confidence; a very low value should trigger model retraining. Tools for automatic retraining can check monitoring signal 

values and launch the retraining of all models associated with that monitoring signal whenever the monitoring threshold is reached. The 

retraining process should not only repeat the previous training of the model but must also load new data (adding new records or replacing 

old records) and take into account any detected model drift. Drift detection can be performed during the monitoring of the model or added 

to the automatic retraining process. 
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Figure 6. Binary Classifier Performance: ROC Curve and AUC Analysis 

 

Equation 3) Probabilistic forecasts → VaR and Expected Shortfall  

Let portfolio return be random variable  . Define confidence level     (e.g., 95% ⇒       ). Focus is on the left tail (losses). 

A) Value-at-Risk (VaR) 

VaR at level   is the  -quantile of returns: 
    ( )     such that   (    )    

If your model outputs    (    ): 

Step 1: standardize 

  
   

 
  (   ) 

Step 2: convert quantile 

  (    )    .  
    

 
/    

Step 3: use standard normal inverse CDF 
    

 
    ( )     

Step 4: solve for    

           

B) Expected Shortfall (ES) 

Expected shortfall (a.k.a. CVaR) is the expected return conditional on being in the worst   tail: 
   ( )   ,        - 

For normal    (    ), with     
  ( ) and  ( ) the standard normal PDF: 

Step 1: standardize the conditional expectation 
 ,         -       ,      - 

Step 2: use the known truncated-normal identity 

 ,      -   
 (  )

 
 

Step 3: substitute 

       
 (  )

 
 

 

6.1. Data Privacy and Compliance 

Cloud context raises specific privacy, regulatory, and governance concerns. Financial data may be sensitive, regulatory frameworks 

restrict its usage, and fundamental laws govern intel operations. Obligations include privacy and data protection laws and storage location 

regulations. Privacy acts give parties control over the personal information an organisation collects, stores, or shares. Excessive or 

unintended data access must be controlled by strict access rights oversight and support user rights related to data erasure, access, and 

leakage. Financial institutions must ensure that data jurisdictions and associated regulations are respected. Data jurisdiction can also 
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depend on the jurisdiction of the stated firm, which for many statistical ML algorithms is also its main market. When dealing with multiple 

jurisdictions, sensitive data is often removed before collating ETL data streams. Sensitive infrastructure choices, such as human health 

datacentres, should be considered for locations storing such data. For data uploaded by third parties, monitoring of compliance 

frameworks such as the Data Protection Act and the Health Insurance Portability and Accountability Act is advised. 

 

Public and private cloud providers ensure compliance with standards such as the Payment Card Industry Data Security Standard, the 

Finance Industry Business Authority initiative, the Data Storage Network Industry Association Best Practice Architecture or the US 

Bankers Association Cloud Computing Guidelines, and support businesses in complying with the relevant data privacy laws. Regulatory 

standards such as the US Buy America Act, Export Administration Regulations, and International Traffic in Arms Regulations also 

influence cloud choices. These standards influence how companies govern an AI solution. Encryption of data at rest, in transit, and within 

logical separation zones, combined with stringent logical and physical access controls, provide adequate protection against unauthorized 

data access. 

 

Table 3: Model Performance and Data Integrity Metrics 

Metric Value 

Model AUC 0.9046188186813187 

KS drift stat 0.128 

Chi-square (post) 15.0 

 

6.2. Model Drift Detection and Retraining Strategies 

Fulfilling the training and monitoring framework's goal of tracking model drift establishes triggering criteria for retraining. Drift 

detection metrics empirically proven to perform well can be automated via cloud functions external to the main architecture, enabling 

alerts when a drift threshold crosses a given value. Knobloch et al. show that monitoring statistical properties—univariate marginal 

distributions for categorical features (Kolmogorov-Smirnov test with continuous features and Chi-square test)—and model performance 

metrics (AUC for non-recurrent binary classification) performs well in juggling costs and false alarms. Cloud pipeline integration of 

services such as PyCaret and the associated IDE also allows assessing several classes of supervised machine learning models and scoring 

metrics for a task easily by executing a single function. 

 

Automation allows deployment for applications with limited manpower, as no dedicated analyst is continuously checking the models. 

When a real-time trigger fires, a full model monitoring dashboard automatically updates, showing overall performance and drift metrics; 

continuous delivery pipelines take care of the retraining and redeployment processes to reduce governing user oversight. Because drift 

determination isn't use-case dependent, the next phase of the project considers the detection metrics deemed most practical for the given 

application and assesses their drift monitoring capability on real-world datasets. Automatic retraining of the sails in simulations points 

toward model monitoring node stratification by relative importance. 

 

7. Conclusion 
Reinforced by the convergence of deep learning and cloud computing, a broad range of applications for DL in the finance industry has 

been made possible. A comprehensive investigation into currently deployed applications reveals risk assessment frameworks designed to 

operate under a real-time risk model and market forecasting models that generate forecasts complemented by uncertainty measures, 

assisting traders in making decisions. 

 

Despite the demonstrated potential of DL applications, the requirement for cloud deployment in real time and support for large-scale 

multiple-asset analytics has, to date, been overlooked. Cloud deployment facilitates centralized storage and orchestration, alleviating the 

burden on individual trading desks, freeing local compute and networking resources, and enabling access to data streams external to the 

organization’s perimeter, such as news and social media feeds. Consolidated, expert-designed data ingestion pipelines allow the application 

of data quality checks, while industry-compliant data access controls ensure regulatory obligations are met. Centralized price and volume 

features enable sophisticated time-series modeling techniques, such as recurrent neural networks or attention-based models, to be used. 

At the same time, the architecture supports scaled-down local containers that cover low-latency trading desks and respond to the unique 

network requirements of very low-latency products, such as HFTs and market makers. 
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Figure 7. Core Fin-AI Deployment Pillars 

 

7.1. Final Reflections and Future Directions 

Cloud-based deep learning frameworks for real-time assessment of financial risk and market prediction have been proposed and 

assessed at a high level. The deployment of deep probability density networks covering risk measures has been demonstrated, together 

with key aspects of real-time risk assessment for future financial crises. A comprehensive literature analysis has highlighted numerous 

non-financial deep learning state-of-the-art applications deployable in the cloud. Yet the analysis of time-series forecasts has shown an 

unequal consideration of both statistical and deep learning approaches in the long-term tradition of financial econometrics. 
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