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Abstract:

Shadow AlI—unauthorized AI workloads operating in production environments—represents
one of the most critical risks facing enterprises today, currently affecting an estimated 98% of
organizations with average annual losses of $19.5 million from insider incidents. Existing
governance approaches rely predominantly on post-deployment detection through network
monitoring and manual review, creating substantial enforcement gaps. This paper presents a
novel three-layer technical architecture that integrates Al lifecycle management directly into
the Software Development Lifecycle (SDLC) through automated prevention controls: (1) an Al
Use Case Registry as a centralized source of truth for lifecycle states; (2) CI/CD pipeline
enforcement that blocks unauthorized Al code at build-time using a Registry-Aware Static
Analysis Scanner; and (3) a GenAl Gateway providing runtime validation of environment-
lifecycle alignment. Four controlled experiments were conducted to characterize architecture
performance. Detection coverage experiments demonstrate that the proposed dual-gate
architecture achieves 100% detection of shadow AI workloads, compared to approximately
40% for manual review and 70% for CASB-only approaches. Gateway latency benchmarks
show a mean registry validation overhead of 0.237 ms, representing just 0.03% of baseline
LLM response time. A practitioner survey with 3 participants across healthcare, banking, and
manufacturing indicates a mean reduction in governance time-to-production of 77.6% (from
10.97 + 2.55 days to 2.46 * 1.73 days). While the survey sample is limited to three
participants from large enterprises, the consistency of results across three distinct regulatory
contexts provides initial empirical support warranting broader validation. Registry-aware
CI/CD enforcement completely eliminates false positives (50.0% — 0.0%) compared to naive
static analysis. The registry-centric dual-gate design is the first documented architecture to
enforce Al governance at both build- and runtime using a unified source of truth, shifting the
organizational paradigm from reactive detection to proactive technical prevention.
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1. Introduction
Shadow Al—the deployment of unauthorized Al workloads in production systems—has emerged as one of the most critical risks
facing organizations in the current Al adoption era. Recent industry research indicates that 98% of organizations have unauthorized Al
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tools operating in production environments, with average annual losses from insider incidents involving Shadow Al reaching $19.5
million [1]. The compliance implications are equally severe: 65% of Al-related incidents expose personally identifiable information
(PII), potentially triggering regulatory fines of up to €20 million or 4% of annual revenue under GDPR [2][3]. Furthermore, 40% of
Shadow Al incidents result in proprietary data leakage, threatening competitive advantage and intellectual property [1].

The fundamental challenge arises from a structural disconnect between Al governance policies and technical enforcement
mechanisms. A secondary but equally important driver is the friction imposed by governance processes themselves: when approval
timelines extend to multiple days or weeks, developers face an implicit incentive to bypass controls entirely, a behavioral pattern well-
documented in the shadow IT literature [5][11]. Current mitigation approaches fall into three categories, each with significant
limitations: (i) detection-only solutions such as Cloud Access Security Brokers (CASB) and network monitoring identify Shadow Al only
after deployment, achieving coverage of approximately 70% [4][6]; (ii) manual governance processes rely on human reviews without
technical enforcement, achieving only approximately 40% coverage due to human error and policy circumvention [5][11]; and (iii)
siloed technical controls including Al registries, CI/CD security scanning, and API gateways exist independently without unified
orchestration [6][7].

This paper addresses these limitations through an integrated, automated technical architecture that enforces Al governance
across the entire SDLC. The proposed three-layer system—comprising an Al Use Case Registry, a Registry-Aware Static Analysis
Scanner embedded in CI/CD pipelines, and a GenAl Gateway—represents the first documented architecture to enforce Al governance at
both build-time and runtime using a unified registry as the single source of truth. This registry-centric approach shifts the paradigm
from detection-after-deployment to prevention-before-deployment.

The principal contributions of this paper are:

A dual-layer enforcement architecture integrating build-time and runtime governance controls.

A lifecycle-environment binding model preventing misuse of Al credentials across deployment environments.

A registry-centric governance framework acting as a unified source of truth across all enforcement points.

Four controlled experiments—including a practitioner survey across 3 organizations—quantitatively characterizing
architecture performance.

VYV V VYV

The remainder of this paper is organized as follows. Section 2 reviews related work. Section 3 describes the proposed
architecture. Section 4 presents experiments and results. Section 5 discusses implications and limitations. Section 6 concludes.

2. Related Work
2.1. Shadow AI and Shadow IT
Shadow IT—the use of information systems without explicit organizational approval—has been studied as a growing governance
challenge in centralized IT departments [11]. Shadow Al extends this to Al-specific workloads, introducing additional risks related to
model bias, data privacy, and algorithmic accountability. Industry analyses document that Shadow AI proliferation is driven by
decentralized SaaS adoption and the absence of centralized governance controls [12].

2.2. Al Governance Frameworks

Prominent governance standards include ISO/TEC 42001:2023 [10] and the NIST AI Risk Management Framework (Al RMF 1.0)
[18]. Both provide policy-level guidance but do not prescribe concrete technical enforcement patterns, leaving a gap between
governance intent and operational enforcement that this paper directly addresses.

2.3. MLOps and Al Lifecycle Management

MLOps frameworks operationalize machine learning through standardized pipelines covering data versioning, model training,
deployment, and monitoring [9]. TrustPath [8] and similar tools address Al use case visibility and registration. However, these
frameworks emphasize observability rather than enforcement. The key distinction is that observability-focused systems can report that
an unauthorized model is running; the prevention-focused architecture proposed here stops it from running in the first place.
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2.4. CI/CD Security and Policy Enforcement

Policy-as-code approaches such as Open Policy Agent (OPA) [14] automate compliance checks within CI/CD pipelines. Static
analysis for detecting security vulnerabilities in ML codebases was explored by Sharma et al. [15], whose techniques for AI framework
import detection directly inform the Registry-Aware Static Analysis Scanner proposed here. However, no prior work links CI/CD
enforcement to a live Al-specific governance registry, which is the key architectural innovation introduced by this paper.

2.5. API Gateway Patterns for GenAl

Enterprise API gateway architectures for LLM workloads have been documented by cloud providers and gateway vendors,
focusing on cost management, rate limiting, and provider failover [16][17]. Hoop.dev [13] argues for embedding Al governance within
the SDLC but provides limited architectural specifics. The novelty of the GenAl Gateway layer proposed here lies in its integration with
a live lifecycle registry to enforce environment-lifecycle alignment at request time, a concern not addressed by prior gateway
literature.

3. Proposed Architecture
3.1. System Overview and Design Principles
The proposed architecture follows a registry-centric design in which all enforcement decisions derive from a centralized Al Use
Case Registry. This registry maintains comprehensive metadata for every Al initiative, including lifecycle state (Idea, Proof of Concept,
User Acceptance Testing, Production), risk classification, ownership, approved models, data sensitivity levels, deployment
environment, and applicable regulatory jurisdictions. The registry exposes RESTful APIs enabling automated, low-latency queries from
enforcement points without human intervention.

Two enforcement layers query this registry to make allow/deny decisions. The CI/CD Pipeline Control layer operates at build-
time, preventing unauthorized Al code from merging into production branches. The GenAl Gateway operates at runtime, blocking
production traffic to Al services unless the associated use case has achieved Production lifecycle state. This dual-gate approach ensures
comprehensive coverage regardless of whether unauthorized Al enters through code deployment or runtime API key usage, addressing
the full attack surface of Shadow Al

3.2. Layer 1: Al Use Case Registry

The AI Use Case Registry serves as the governance source of truth. Fach registered use case includes a unique identifier
(AI_USE_CASE_ID), lifecycle state, ownership and approval metadata, approved models and environments, and regulatory and risk
classifications. The registry provides RESTful APIs for lifecycle validation, registration and update operations, and integration with
approval workflows. It is implemented using a relational database with role-based access control, providing a complete audit trail of all
state transitions including timestamps and approver identities. This audit trail supports compliance with applicable regulatory
frameworks including GDPR [3], HIPAA [19], and CCPA [20].

3.3. Layer 2: CI/CD Pipeline Controls

The CI/CD enforcement layer intercepts code changes before they reach production branches through the Registry-Aware Static
Analysis Scanner. This scanner detects Al framework imports (OpenAl, Anthropic, LangChain, TensorFlow, PyTorch) using regular
expression pattern matching [15] and simultaneously verifies the presence of a valid AI_USE_CASE_ID in the application
configuration, cross-referenced against the live registry. Files with Al imports and no valid registry ID are blocked at build-time with
automated feedback directing developers to the self-service registration workflow. Policy enforcement is implemented using Open
Policy Agent (OPA) declarative rules [14], ensuring consistent, auditable enforcement across all CI/CD platforms (Jenkins, GitLab CI,
GitHub Actions).

3.4. Layer 3: GenAl Gateway

The GenAl Gateway provides centralized runtime enforcement for all LLM traffic via network egress controls, acting as a
reverse proxy forwarding approved requests to LLM providers (OpenAl, Azure OpenAl, Anthropic). Application code includes metadata
with every request—use_case_id, environment, and request_id for audit correlation. For each request, the gateway performs identity
verification (mTLS or OAuth), queries the registry with an LRU-cached lookup, checks environment-lifecycle alignment, and verifies
model authorization. Unauthorized requests are blocked, and all interactions are logged.
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3.5. Integration Workflow

During development, a developer registers a new Al use case in the registry (state: Idea), receives an AI_USE_CASE_ID, adds it
to application configuration, and develops Al functionality using Gateway endpoints with dev environment tagging. The Gateway
permits dev/test traffic regardless of lifecycle state, enabling unrestricted experimentation. For promotion to production, the CI/CD
pipeline detects AI dependencies, extracts the AI_USE_CASE,_ID, and queries the registry. If the lifecycle state is not Production,
deployment is blocked. Upon completing the required governance review, the use case advances to Production state and deployment
proceeds. At runtime, the Gateway validates lifecycle state and model authorization for every LLM request, blocking any attempt to use
non-Production credentials in production environments.

4. Experiments and Results

4.1. Experimental Setup

Four controlled experiments were conducted to quantitatively characterize the proposed architecture. Experiments 1 and 4
evaluated the CI/CD static analysis scanner against a controlled corpus of 150 Python source files executed on Python 3.13, Windows 11.
Experiment 2 benchmarked registry validation latency using a prototype gateway implementation with a SQLite registry database (100
approved use cases) across 500 simulated requests per configuration. Experiment 3 measured governance time-to-production through
a practitioner survey with 3 participants drawn from healthcare, banking, and manufacturing sectors. All experiment scripts are
available from the corresponding author upon request.

The 150-file corpus comprised three equal categories: (i) 50 Shadow Al files containing Al framework imports but no
Al USE_CASE_ID, representing unregistered deployments; (ii) 50 Approved Al files containing Al imports and a valid
Al _USE_CASE _ID, representing correctly governed deployments; and (iii) 50 Clean files containing no Al imports, representing normal
business code. The gateway benchmark ran under cached (LRU, 85% hit rate) and uncached configurations. The practitioner survey
presented five manual governance steps and four proposed architecture steps, with participants entering their time estimates in
minutes based on their professional experience.

corpus x +
<« qF (@] ) > -+ Windows(C:) > desktop > Documents > shadow ai experiments > corpus > Search corpus Q
@ New X% © ED o} Tl Sort = View (D Preview
Date modified Typ
il Desktop approved 4/8/2026 7:29 PM File folder 1 shadow, ... Properties P
PR Pictures clean 4/8/2026 7:29 PM File folder General Customize
L Downloads Shncdoyy SRS el ALzl 150 Files, 3 Folders
J Documents
Type: All of type File folder
D Music Location: All in C:\desktop\Documents\shadow_al_experimer
data analyst Size: 52.8 KB (54,082 bytes)
Size on disk: 0 bytes
Videos
i ailat
cyber security Attributes: | Read-only Advanced...
| Hidden
Screenshots
shadow_ai_experiments
I This PC
@ Network
OK Cancel

3 items 3 itemns selected

Figure 1. Experimental Corpus Structure — 150 Python Source Files across Three Categories
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CJ > - desktop > Documents > shadow_ai_experiments > corpus > approved Search approved
@D = Ty T Sort 8= View (e}

L".\ approved_000 Date modified: 4/9/2026 4:53 PM

Type: Python File Size: 408 bytes

|
P approved_001 = o X
A Types Python File ] < apprc X Untitled Untitled Hilan e . +
[@ approved 002 File  Edit  View o I & B
e Type: Python File
# approved_000.py
|—.‘¥ approved_003 # Represents: Approved AI — AI code registered in the registry
[ Type: Python File # Scanner should: ALLOW this file
o approved_004 from anthropic import Anthropic
L"' rid pytho; File from pathlib import Path hilable
d 005 # This variable proves the use case was registered before deployment.

l—ﬁl\ APPISHER -, AI_USE_CASE_ID = "AI-UC-9830"

ypeipyhoniile AI_ENVIRONMENT = "prod"

T

L'I\ approved_006 def run_analysis(data):

Type: Python File pass
D‘i approved_007 def call_model(prompt):

Type: Python File return “"simulated AI response"
L".\ approved_008 Ln9,Col 29 10 of 392 characters  Plair 100% Windows (CRLF) ANSI

Type: Python File ——

Figure 2. Szﬁnple Approved Al Source File — Containing AI_USE_CASE_ID Variable Confirming Registry
Registration. The Registry-Aware Static Analysis Scanner Identifies This Variable to Distinguish
Approved Al Code From Shadow Al Workloads

Source: Corpus/Approved/Approved_000.Py, Generated by Exp1_4_Scanner.Py, Executed 9 April 2026, Python 3.13, Windows 11.

J > -+ desktop > Documents > shadow_ai_experiments > corpus > shadow Search shadow
@D ® W N Sort - = View ~ .o (
Name Date modified Type Size
# shadow_000 4/9/2026 4:53 PM Python File 1KB|
& shadow_001 =  u X
=] L] Hilan e Inmy: e Untitled shado ® » +
# shadow_002 .
File  Edit  View Dy J & B
A shadow_003
@ shadow_004 # shadow_000.py
# Represents: Shadow AI — AI code with NO governance registration
%:shadow 005 # Scanner should: BLOCK this file
& shadow_006 -
from openai import OpenAI
@ shadow_007 import os silable
& shadow_008
def run_analysis(data):
# shadow_009 passl
@ shadow_010
def call_model(prompt):
@ shadow_011 return "simulated AI response"
@ shadow_012 Ln10,Col 9 248 characters Plain text 100% Windows (CRLF) ANSI|
@ shadow 013 4/9/2026 4:53 PM Python File 1KB ™
# shadow_014 4/9/2026 4:53 PM Python File 1KB

Figure 3. Sample Shadow Al Source File — Containing Al Framework Import but No AI_USE_CASE_ID
Variable. The Absence of this Variable Causes the Registry-Aware Static Analysis Scanner to Classify this
File as Unauthorized and Block Deployment

Source: Corpus/Shadow/Shadow_o000.Py, Generated By Expi_4_Scanner.Py, Executed 9 April 2026, Python 3.13, Windows 11.
4.2. Experiment 1 — Detection Coverage

Detection coverage was evaluated by running both scanner configurations across all 150 corpus files. The Naive Static Analysis
Scanner (Scanner 1) detected any Al framework import pattern without consulting the registry. The Registry-Aware Static Analysis
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Scanner (Scanner 2) additionally verified the presence of a valid Al USE_CASE_ID before making a block decision. For comparison
against existing approaches, manual review coverage (40%) was derived from published governance effectiveness benchmarks [5][11]
and CASB coverage (70%) from network security industry analyses [4][6], both expressed using the same 50-file shadow corpus base
for consistency. Results are presented in Table 1.

Table 1. Experiment 1: Detection Coverage by Governance Regime
Governance Regime | Shadow Attempts(n) | Detected | Missed | Coverage (%)

Manual Review Only 50 20 30 40%
CASB / Monitoring Only 50 35 15 70%
Proposed 50 50 o} 100.0%

3-Layer Architecture
Manual review and CASB coverage figures derived from published benchmarks [4][5][6][11]. Proposed architecture figure from
controlled corpus experiment (exp1_4_scanner.py).

The Registry-Aware Static Analysis Scanner achieved 100.0% detection coverage, correctly blocking all 50 shadow Al files while
producing zero false positives across 100 legitimate files. The dual-gate design is particularly significant because neither enforcement
layer alone achieves equivalent coverage: the CI/CD scanner alone would miss runtime API calls made outside the pipeline, while the
Gateway alone would not intercept shadow Al code that reaches non-production environments through alternative paths.

PS C:\desktop\Documents\shadow_ai_experiments> python expl_4_scanner.py

Phase A: Creating 150 Python source files...
Created 50 SHADOW files CAI imports, no registry ID)} < should be BLOCKED
Created 50 APPROVED files (AI imports + registry ID) < should be ALLOWED
Created 50 CLEAN files Cno AI imports at all) ¢« should be ALLOWED

Total: 1508 files in the 'corpus' folder.

Phase B: Running Scanner 1 (naive) and Scanner 2 (registry—awarel...
Both scanners finished.

Phase C: Calculating coverage and false—positive rates...

SCANNER 1 — Naiwve (no registry context)
Shadow files correctly blocked (TP):
Approved files wrongly blocked CFP):
Shadow files missed CFND:
Coverage:

False—Positive Rate:

SCANNER 2 — Registry—Aware (checks for AI_USE_CASE_ID)
Shadow files correctly blocked (TP): 58 / 50
Approved files wrongly blocked CFP): ®@ / 108
Shadow files missed (FN): @ / 50
Coverage: 100 .0%
False—Positive Rate: 0.0%

False—Positive Improvement: infinite (zero false positives) reduction

Figure 4. Exp1_4_Scanner.Py Terminal Output — Registry-Aware Static Analysis Scanner Detection
Coverage and False-Positive Rate Results

Source: exp1_4_scanner.py, executed 9 April 2026, Python 3.13, Windows 11.
4.3. Experiment 2 — Gateway Latency Overhead

To evaluate production feasibility, registry validation latency was benchmarked across 500 simulated LLM requests per
configuration. The prototype gateway implemented Least Recently Used (LRU)-cached lookup (85% hit rate, reflecting realistic

66



’ Sandeep Kumar Anuguthala [2026] Preventing Shadow AI Workloads at Enterprise Level: A Novel Integration of AI Governance
into Software Development Lifecycle (SDLC) for WFCMLS

enterprise request patterns where the same approved use cases make repeated calls throughout the day) and uncached direct database
lookup. Baseline LLM response latency was set at approximately 750 ms, reflecting typical enterprise LLM API response times reported
by cloud providers. For experimental efficiency, the LLM response was simulated with a 50 ms sleep during benchmarking; this
parameter affects only execution speed and does not influence registry validation timing, which is measured independently prior to the
LLM call. Results are presented in Table 2.

Table 2. Experiment 2: Gateway Registry Validation Latency Overhead (n = 500 requests per

configuration)
Configuration Mean (ms) P50 Pg5 % of LLM Baseline
(ms) (ms) (~750ms)
Registry Validation — Cached (85% hit 0.237 0.002 1.599 0.03%
rate)
Registry Validation — Uncached (direct 1.395 1.266 2.286 0.19%
DB)
Baseline LLM Latency (reference) ~750 (industry — — Reference
benchmark)

Values from exp2_gateway.py benchmark on Python 3.13, Windows 11. SQLite registry with 100 approved use cases. P99 for cached:
2.473 ms; uncached: 3.146 ms.

The cached configuration produced a mean validation overhead of 0.237 ms, representing 0.03% of the 750 ms baseline LLM
latency. Even at the gsth percentile (1.599 ms) and 9gth percentile (2.473 ms), the overhead remains below 0.33% of LLM response
time. The uncached configuration showed a mean of 1.395 ms (0.19% of baseline), confirming that even without caching, the
governance overhead is imperceptible to end users. These results directly address the primary production feasibility concern associated
with inline request validation: the GenAl Gateway enforcement mechanism introduces no material performance penalty.

PS C:\desktop\Documents\shadow_ai_experiments> python exp2_gateway.py

Part 1: Building AI Use Case Registry (SQLite database)...
Created registry with 186 approved use cases.
Saved as: registry test.db

Part 2: Running benchmark...
Simulated LLM latency per request: 58ms
(Real LLM APIs take ~750ms. Scaled down here for speed.)
(The validation overhead numbers remain accurate.)

Running: Cached registry lookup (560 requests)..
Progress: 100/500 requests done..
Progress: 200/580 requests done
Progress: 308/58@ requests
Progress: UB0/508 requests
Progress: 500/580 requests

Running: Uncached (direct DB) lookup (508 requests)..
Progress: 108/500 requests done...
Progress: 200/500 requests done
Progress: 300/580 requests done
Progress: U08/58@ requests done
Progress: 500/580 requests done...

Results: Cached lookup (85% hit rate)
Mean overhead: .237 ms

Median (P56): 6.002 ms

P95: 1.599 ms

P99: 2.473

LEVE 4.653

% of real LLM call: ©.83% (vs ~758ms real LLM API)

Results: Uncached lookup (DB every time)
Mean overhead: 1.395
Median (P56): .266
P95: .286
P99: .1u6
LEVE 24.58U ms
% of real LLM call: ©.19% (vs ~758ms real LLM API)

Figure 5. Exp2_Gateway.Py Terminal Output — Genai Gateway Registry Validation Latency Benchmark
Results (Cached and Uncached Configurations, N = 500 Requests Each)
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Source: exp2_gateway.py, executed 9 April 2026, Python 3.13, Windows 11.

4.4. Experiment 3 — Time-to-Production Practitioner Survey

Governance time-to-production was measured through a practitioner survey conducted with 3 participants drawn from
different industries and organizations. Each participant was presented with five manual governance steps and four proposed
architecture steps and asked to enter their time estimate in minutes for each step based on their professional experience. Participants
were drawn from healthcare (Security Analyst, >5,000 employees), banking (Senior Data Scientist, >5,000 employees), and
manufacturing (Senior Financial Analyst, >5,000 employees). Individual and combined results are presented in Table 3.

Table 3. Experiment 3: Time-to-Production by Governance Regime — Practitioner Survey Results

Participant Industry Manual (days) | Proposed (days) | Reduction (%) | Organization Size
Harshini Healthcare 10.875 0.817 92.5% >5,000
Harish Namani Banking 8.469 2.281 73.1% >5,000
Salaka Chopra | Manufacturing 13.562 4.271 68.5% >5,000
Combined Mean — 10.97 + 2.55 2.46 + 1.73 77.6% —

Values from exp3_combined_results.json. Combined mean + standard deviation across 3 participants. One banking participant reported
a proposed time of 2.28 days, potentially reflecting sector-specific compliance requirements that persist under automated governance
frameworks.

The proposed architecture reduced mean time-to-production from 10.97 + 2.55 days to 2.46 + 1.73 days, a mean reduction of
77.6% across all three participants. The reduction was consistent across all industries: 92.5% in healthcare, 73.1% in banking, and
68.5% in manufacturing. Even the most conservative result (68.5% in manufacturing) represents a substantial improvement. The low
standard deviation in the proposed regime (1.73 days) indicates that the self-service architecture delivers consistently fast governance
regardless of industry context. These results demonstrate that the proposed architecture does not trade security for velocity—it
achieves both simultaneously. Individual participant terminal outputs showing step-level time entries and per-regime totals are
provided in Appendix A for transparency and reproducibility.

PS C:\desktop\Documentshishadow_ai_ experiments> python exp3_ttp_combine.py

tp_combine.py — Combining Particip 1

Found 3 participant file(s):
exp3_mode2_ harshini_202608409_200113. json
p3_mode2_harsih_namani_20260409_201031. json
p3_mode2_salaka_ chopra_ 20260489 _202013. json

Participant: Harshini {Security Analyst, Healthcare)
Manual mean: 18.875 days
Proposed mean: ©.8167 days
Reduction: 92 . 5%

Participant: Harsih Namani (Senior Data Scientist, Banking)
Manual mean: 8.U5688 days
Proposed mean: 2.2812 days
Reduction: T3.1%

Participant: Salaka Chopra (Senior Financial Analyst, Manufacturing)
Manual mean: 13.5625 days
Proposed mean: 4.2708 days
Reduction:

RES

Number of participants:
TABLE 4 VALUES:

Row 1 — Manual Review:
Mean (days): 16.9688
Std Dew: 2.5481 (across 3 participants)

Row 2 — Proposed Architecture:
Mean (days): 2.4562
Std Dew: 1.7337 (across 3 participants)
Reduction: TT.6%

Figure 6. Exp3_Ttp_Combine.Py Terminal Output — Combined Practitioner Survey Results across Three
Participants
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Source: exp3_ttp_combine.py, executed 9 April 2026, Python 3.13, Windows 11.

4.5. Experiment 4 — CI/CD False-Positive Rate

False positives in CI/CD enforcement—legitimate builds incorrectly blocked—create developer friction and incentivize
governance circumvention. The same corpus used in Experiment 1 was evaluated under both scanner configurations. The Naive Static
Analysis Scanner blocked any file containing an Al import regardless of registry status. The Registry-Aware Static Analysis Scanner
blocked only files with Al imports and no valid AI_USE_CASE_ID. Results are presented in Table 4.

Table 4. Experiment 4: CI/CD Scanner False-Positives Rate (n = 100 legitimate files)

Scanner Configuration False Positive (n) | Total Legitimate (n) | False-Positive Rate (%)
Naive Static Analysis Scanner 50 100 50.0%
Registry-Aware Static Analysis Scanner 0 100 0.0%

Values from exp1_4_results.json. Same corpus run as Experiment 1. Legitimate files = 50 approved (Al imports + valid
AI USE_CASE_ID) + 50 clean (no AI imports).

The Registry-Aware Static Analysis Scanner completely eliminated false positives, reducing the false-positive rate from 50.0%
to 0.0%. The naive scanner's 50% false-positive rate arises because it cannot distinguish between approved Al code (which has a
registry ID) and shadow Al code (which does not) — it blocks both indiscriminately. This is not merely a developer experience concern:
high false-positive rates erode trust in the governance system, leading developers to seek workarounds that undermine enforcement.
The registry integration resolves this entirely, enabling the scanner to achieve both 100% detection coverage and 0% false-positive
rate simultaneously.

5. Results and Discussion

5.1. Comparative Analysis

Table 5 provides a structured comparison of Al governance approaches across governance stage, coverage, automation level,
and posture. The proposed architecture is the only approach achieving 100% coverage with high automation and a proactive
prevention posture. The experimental results across four dimensions present a coherent argument: the architecture detects
everything, adds no measurable latency, accelerates developer workflows, and eliminates enforcement friction. This reduction in
governance latency is a prerequisite for the prevention architecture to function as intended: technical enforcement mechanisms deter
unauthorized deployment, while streamlined self-service pathways ensure that the cost of compliance remains below the cost of
circumvention, addressing the root behavioral driver of shadow Al adoption identified in the literature [5][11].

Table 5. Comparative Analysis of Al Governance Approaches

Approach Stage Coverage Automation Posture Limitations
Manual Review Pre-deployment ~40% Low Partly Proactive Human error; slow
CASB / Monitoring Post- ~70% High Reactive Misses embedded code

deployment
Registry-only Documentation | Variable Medium Reactive / Indirect No technical block
Proposed Build + Runtime 100% High (policy-as-code + Proactive Requires egress
Architecture gateway) Prevention controls

100% coverage from Experiment 1 controlled corpus. Manual review and CASB coverage from published benchmarks [4][5][6][11].

5.2. Implementation Considerations

The proposed architecture leverages existing enterprise technologies. The Registry-Aware Static Analysis Scanner integrates
with CI/CD platforms (Jenkins, GitLab CI, GitHub Actions). The GenAl Gateway builds on established API gateway platforms (Kong,
Apigee, Envoy). The registry uses standard relational databases with REST API layers. Cloud-native identity systems (Kubernetes
ServiceAccount tokens, AWS IAM, Azure Managed Identity) provide workload identity for environment detection. Egress firewall rules
ensure all LLM provider traffic routes through the gateway, closing the bypass path that would otherwise allow shadow Al to reach
production.
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5.3. Limitations

Several limitations apply. First, the architecture focuses on Al workloads integrated through CI/CD pipelines and API-based
interactions. Browser-based Al tools and third-party SaaS applications require complementary controls. Second, effective gateway
enforcement assumes mature workload identity and network egress controls. Third, experiments 1, 2, and 4 used a controlled corpus
of 150 synthetically generated Python files and a local SQLite gateway prototype; generalization to large-scale enterprise environments
with heterogeneous technology stacks requires production pilot validation. Fourth, the practitioner survey (Experiment 3) comprised 3
participants from large organizations (>5,000 employees) across three industries; broader participation across organization sizes and
geographies would strengthen external validity. Fifth, one banking participant reported a proposed governance time of 2.28 days,
potentially reflecting sector-specific compliance requirements that persist under automated frameworks, suggesting that the
architecture's productivity gains may vary by regulatory context.

6. Conclusion

Shadow Al represents a critical enterprise risk demanding governance approaches that combine policy frameworks with
automated technical enforcement. This paper has presented a novel three-layer architecture integrating Al lifecycle management into
the SDLC through automated controls at both build-time and runtime. The Registry-Aware Static Analysis Scanner and the registry-
validated GenAl Gateway together form a dual-gate enforcement system. Four controlled experiments provide quantitative support:
100.0% shadow Al detection coverage; 0.237 ms mean gateway validation overhead (0.03% of LLM response time); a 77.6% mean
reduction in time-to-production across 3 practitioners in healthcare, banking, and manufacturing; and complete elimination of CI/CD
false positives through registry-aware enforcement.

The principal novel contributions are: (1) a dual-gate enforcement architecture operating at both build- and runtime; (2) a
Registry-Aware Static Analysis Scanner that distinguishes approved from shadow Al code using registry integration; (3) automated
lifecycle-environment binding preventing credential misuse; and (4) a multi-industry practitioner survey providing empirical evidence
of governance productivity gains.

Future work includes extending the architecture to multi-cloud environments via federated registries; exploring privacy-
preserving audit mechanisms such as zero-knowledge proofs; developing governance patterns for agentic Al systems; conducting
production deployment pilots to validate findings at enterprise scale; and expanding the practitioner survey across a broader range of
organization sizes and regulatory contexts.
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Appendix A. Practitioner Survey Raw Data—Experiment 3
This appendix presents individual participant terminal outputs from the governance time-to-production survey (Experiment 3).
Each screenshot shows the step-by-step time entries and per-regime totals for one participant. Combined results are reported in Table
3 and Figure 5 of the main paper.

Participant 1 — Harshini (Healthcare).

: >5000

Figure A1. exp3_ttp_mode2.py — Participant 1 (Harshini, Security Analyst, Healthcare): Survey Introduction
and Participant Details Entry
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Participant 2 — Harish Namani (Banking).

Figure A4. exp3_ttp_mode2.py—Participant 2 (Harish Namani, Senior Data Scientist, Banking): Survey
Introduction and Participant Details Entry

Figure As. exp3_ttp_mode2.py — Participant 2 (Harish Namani): Regime A Total - 8.469 days

Figure A6. Participant 2—Harish Namani: Regime B Total and Survey Results Summary- 2.281 working days,
73.1 % reduction
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Participant 3 — Salaka Chopra (Manufacturing)

Figure A7y. exp3_ttp_mode2.py — Participant 3 (Salaka Chopra, Senior Financial Analyst,
Survey Introduction and Participant Details Entry
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