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Modern large-scale storage systems are expected to provide highly reliable services with minimum Received: 28.01.2024

downtime even as their scale, density, and the complexity of their operations increase. Reliability

engineering has long been centered on clearly defined failure domains such as disks, nodes, racks, and Revised: 04.03.2024

availability zones; however, it has become apparent through real world outages explorations that
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there exists hiding weaknesses that can be not only the domains themselves but are also the

abstractions that is to say, the domains are no longer the problems but that we are looking at Published: 22.03.2024

domains as the problem without doubt. This paper proposes that storage system architecture should

recognize cooling domains as one of the first-class components along with reliability analysis. The

working definition of a cooling domain that we use is that it is the group of storage elements which

are provided with the same cooling facilities or are thermally so dependent that they will behave as a

whole in case of a cooling failure. We point out the weaknesses of traditional failure-domain

paradigms and explain how they can fail to recognize system-wide risks resulting from thermal

events. Besides architectural analysis and operational telemetry, a case study, which is production-

scale storage environment, is used to analyze how cooling-related failure spreads at hardware and

software levels. It involves the identification of thermal dependencies, the modeling of correlated

failures, and the assessment of availability with and without a cooling-domain-aware context. Our

results indicate that not considering cooling domains can lead to a large underestimation of the failure

blast radius and recovery time, whereas their integration makes it possible to develop placement

policies, redundancy strategies, and failure isolation mechanisms more accurately. This paper offers

definitions of cooling domains, practical identification approaches, as well as architectural integration

guidelines.
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1. Introduction
Nowadays, storage systems are not restricted to small, predictable hardware setups. They are the core of huge data centers that
contain tens of thousands of servers, petabytes of storage, and an ever-increasing variety of workloads. In such a large environment,
the storage infrastructure's reliability is influenced not only by software correctness or redundancy schemes but also by the physical
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conditions of the environment where the systems are running. Cooling has become one of the most significant, yet overlooked, factors
in the design of storage architecture.

On the one hand, storage systems have long considered failures to be mostly independent of each other. Storage device failures,
system crashes, and network partitions have been viewed as discrete events that can be handled through creating replicas, erasure
coding, and fault-tolerant protocols. On the other hand, as the storage capacity and performance of systems continue to grow, this
presupposition of independence is becoming more and more vulnerable. The heat generated (thermal behavior) causes a strong
dependence on failures that are not limited to single devices but can extend to racks or even whole sections of a data center. Storage
components do not fail at random, rather they fail together, if and when cooling systems degrade or break down.

1.1. Challenges in Modern Storage Architectures

Over the last ten years, the scale and density of modern data centers have exploded. These centers pack thousands of powerful
servers within tightly controlled environments, which are often designed to be space and energy efficient. Storage systems that were
once mostly low-power spinning disks are now turning to dense NVMe devices and large SSD arrays. Not only does this technology
perform extremely well, but it also produces much more heat per unit of space.

The faster storage gets, the more heat it produces. NVMe drives deliver very high I/O rates and sustained bandwidths, which in
turn, generate a lot of heat from the controllers and flash memory. Unlike traditional disks, SSDs are very temperature-sensitive; if
they get too hot, they will throttle significantly, their wear will be accelerated, or they may simply stop working. When there are a lot
of such devices together, their thermal conditions will depend on each other very strongly, especially if they share the same airflow,
cooling, or power distribution facilities.

Cooling inefficiencies literally accentuate the interdependence. For example, when an air duct is partly blocked, a fan curve is
not configured properly, or there is a localized cooling equipment failure, it is enough to have one of such problems to heat an entire
rack or aisle. The failures ensuing from such overheatings are actually dependent: several drives may slow down at the same time
because of the heat, different nodes may restart as they are hit by the thermal protection mechanisms, and hence the entire storage
pool may be lost.

1.2. Problem Statement

Storage architectures today are built around failure-domain abstractions, which, however, are becoming less and less suitable
for modern, thermally constrained environments. Although nodes, racks, and availability zones are helpful starting points for
understanding the system, they lack the physical correlations aspect arising from shared cooling infrastructure. These abstractions are
based on the idea that failures within a domain are more probable than failures across domains but hardly ever consider heat
propagation or how cooling systems can fail.

The major snag is that storage allocation and replication have not been combined with thermal awareness. Generally, storage
software assumes that hardware will either operate within safe limits or fail in disconnection. However, it is a fact that temperature
variations influence performance, reliability, and device failure modes even long before a device is considered "failed".Thermal
throttling may lead to the performance degradation of a large number of devices at the same time, and persistent overheating may lead
to a series of hardware failures.

Cooling failures directly threaten the availability and durability of data. If several replicas or erasure-coded fragments are
simultaneously damaged due to a single thermal event, then the system can lose quorum, start emergency rebuilds, or go into
degraded modes that make it more likely to encounter further failures. At worst, data loss may happen not because there was
insufficient redundancy in theory, but because ignoring physical correlations in practice led to it.

This reveals the necessity for a new abstraction that clearly defines physical failure correlations. In the absence of such an
abstraction, storage systems are essentially unaware of a large category of risks, which become more dangerous with increasing
performance density. It is no longer feasible to treat cooling behavior as an external matter; it has to be included in the fundamental
architectural model of storage systems.
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1.3. Motivation

The reason we propose to make cooling domains major architectural components is that we have made such a decision through
empirical experimentation as well as from the experience of running the systems. It is often the case that thermal problems are the
root cause of the outages in the real-world scenarios, for instance, malfunction of chillers, blockages in the airflow, firmware bugs in
fan controllers, or uneven heat distribution caused by workload hotspots. One can hardly find a situation where only one component of
the system is affected by such thermal issues, the incidents actually are at odds with the assumptions on which the traditional fault-
tolerance models are based.

Thermal failures have a significant impact on the equipment and the business side of the data center operations. Such events
may necessitate immediate shutdowns to prevent damage, lead to a large-scale replacement of devices, and require expensive over-
provisioning of resources for safety purposes. Besides the cases when the data is lost, performance reduction and service disruption
might be a breach of the service-level agreement and result in losing users' confidence. As the data centers continue to increase the
hardware utilization and reduce the energy budget, they keep lowering the level of tolerance to thermal inefficiency.

Certainly, storage systems stand to benefit significantly from the risk management aspect once they model their cooling
domains explicitly. For example, the replicas can be arranged in such a way that they are spread over thermally independent regions,
the rebuilds can be facilitated in such a way that they do not cause additional heating of already stressed areas, and, finally, the load
can be shifted even before the temperature starts rising.

2. Literature Review

2.1. Failure Domains in Distributed Storage Systems

Distributed storage systems have long been architected in accordance with clearly delineated failure domains that mirror the
logical and physical layout of the infrastructure. Typically, these domains encompass entities such as single nodes, racks, clusters, and,
in mega cloud setups, availability zones or geographical regions. These compartments simplify the work of system architects who use
them to understand fault isolation and resilience under the premise that a failure will mostly stay confined to one domain only. For
instance, a failure at the node level is usually caused by hardware malfunction or software crashes; besides, a failure at the rack level is
often a consequence of top-of-rack switch outages or local power cuts.

The entire strategy for redundancy and replication is, in most cases, founded on this sort of reasoning. The objective of a variety
of schemes like data replication, erasure coding, and quorum-based consistency is to keep the data intact and accessible no matter how
many compartments go offline. The like of distributed file systems and object stores make sure that the replicas are stored in different
racks or zones in such a way that none of them, even if it turns out to be a single point of failure, will be capable of causing data loss.

On the flip side, these frameworks carry the implicit assumption that the failure domains are atemporal, neatly separated, and
for the most part independent. Although this metaphor has been quite instrumental in the past in dealing with usual errors, it is a
gross simplification of the physical reality of the data centers of today. Ever increasing system density along with the growing use of
shared infrastructure components have made it necessary for certain new dependencies that cannot be fully accounted for by
traditional failure boundaries to arise. Therefore, failures can now spread from one domain to another in a manner that replication
policies do not even account for, thus, storage reliability models potential blind spots are exposed.

2.2. Thermal Management in Data Centers

Thermal management remains one of the most important aspects in the design of data centers. The main concern is keeping the
computer equipment at temperatures that are safe for operation and at the same time, spending as little energy as possible. There is a
variety of cooling architectural setups that have become standard, for example, hot-aisle/cold-aisle setups, raised floors, containment
systems, and nowadays, liquid cooling is becoming more common. Basically, all these solutions have the same goal, i.e. they
concentrate on controlling the flow of air so that hot air is not mixed with cold air as it could result in temperature rising in spots and
faster deterioration of the components.

In addition to the physical setup, a significant number of studies have been focused on thermal-aware scheduling and the
positioning of workloads. Experiments demonstrated that careful distribution of workloads based on temperature feedback could
minimize the use of cooling equipment, balance the thermal hotspots and finally, increase the turnover of the hardware. Thermal
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sensors and telemetry data enable the dynamic allocation of resources, throttling, or the live migration of workloads in computing
environments.

Thermal management continues to be treated as mainly a matter of operation or energy efficiency rather than a reliability issue.
Most thermal-aware methods are performance-oriented and cost-efficient with only a minority of them considering the relationship
between cooling and fault-tolerance mechanisms. Generally, storage systems are regarded as a mere fan cooling resource even though
storage is more sensitive to being left in high temperatures. The absence of integration of temperature control and storage reliability
makes it difficult to talk about failures due to heat in a systematic manner.

2.3. Correlated Failures and Reliability Modeling

More and more studies are questioning the old belief that large-scale systems fail independently. A study on production data
centers has revealed that hardware failures can show a temporal and spatial correlation. It was seen that sometimes more than one
component fails within a very short time or in a single location. Hence, such a chain of failures can result from one or more causes that
include power events, firmware bugs, environmental conditions, or maintenance activities.

Models of reliability that overlook the probability of simultaneous faults lead to an underestimation of the failure of various
parts. First of all, this will give incorrect safety margins of the system, primarily storage systems using replication or erasure coding
for a few component failures. In the case of correlated failures that go beyond these assumptions, data availability and integrity can be
at risk.

2.4. Gaps in Existing Research

Many studies are done on failure domains, thermal management, and correlated failures. However, these three topics are still
not very well connected. Most storage system designs nowadays tend to overlook the role of cooling infrastructure in the behavior of
failures. The cooling systems are being treated as reliable background services, and their effects on the storage reliability are being
very infrequently measured.

Therefore, the failure domains in storage architectures typically do not correspond to the physical cooling boundaries such as
the airflow zones, cooling loops, or containment units. Because of this disjointness, the effectiveness of redundancy strategies is limited
when thermal events cover multiple traditional domains. Besides, there is hardly any integration between the physical infrastructure
parameters -such as temperature gradients or cooling dependencies- and the logical abstractions used for data placement and
replication.

3. Proposed Methodology
Cooling domains are initially discussed as a fundamental concept in the evolution of storage systems and also as failure
boundaries in the section.The technique starts with the idea of the concept, then it moves to the architectural integration and the
operational issues, thus focusing on the implementation in the data center environments of today.

3.1. Concept of Cooling Domains

A cooling domain may be considered as a thermal term defining a set of computing and storage resources that collectively
experience the consequences of heat generation since they are all cooled by one and the same cooling system. In contrast to traditional
logical boundaries, cooling domains are based on the actual thermal behavior of the components and the resulting airflow. In case of a
cooling domain, the failure of cooling provision to one component means the correlated thermal stress of all parts in the domain,
raising the risk of multiple failure due to a single stress condition thus resulting in the multiplicity of the failures.

Major features of cooling domains are the thermal coupling of the components, the shared use of the airflow paths, and the
common cooling control mechanism. The components that belong to the same cooling domain are not by any means rack neighbors
but they are connected by airflow, hot-aisle and cold-aisle, and cooling delivery paths. A cooling domain can be a multi-rack area or
just a little part of one rack, depending on a data center layout. Cooling domains also have a very close connection with the physical
cooling infrastructure such as Air Conditioning units of the Computer Room (CRAC), coolers in-row, and airflow zones in the raised-
floor. Servers that get chilled air from one CRAC unit or one airflow plenum form a natural cooling domain, for instance. In the same
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way, the hot and cold aisles are isolated by containment systems at the same time resulting in well-defined thermal zones, and these
directly correspond to the cooling domains.

Most importantly, cooling domains are not fixed but rather fluid. The heat relationships between different points can change as
the workload intensity, fan speeds, or the presence of airflow obstructions change. Hence, cooling domains should be seen as adaptive
constructs that operate in tandem with changes in the surrounding environment or operational conditions. By identifying these zones,
the system designers can think about the failure risks, which are invisible to them if they only consider the power or network topology.

3.2. Cooling Domains as First-Class Failure Boundaries

Seeing cooling domains as first-class failure boundaries basically means that we should consider them just like racks, power
distribution units, or availability zones when designing storage architectures. In this approach, cooling domains are explicitly modeled,
monitored, and accounted for system design decisions rather than being considered an implicit environmental factor.

Traditional failure domains are all about minimizing correlated failures that result from the same dependencies like power
feeds, network switches, or physical enclosures. However, the heat dependencies go beyond these boundaries. With just one cooling
failure, a number of racks, disks, or nodes that look independent according to the traditional models can be affected at the same time.
Introducing cooling domains as a formal concept, storage systems will be able to plan the locations of the copies of the redundant data
that they store in such a way that the copies of the same data do not get destroyed by the same thermal risk.

Whereas rack-level or node-level failure domains are primarily focused on hardware failure, cooling domains point to a totally
different category of correlated failures that are essentially due to overheating, thermal throttling, or emergency shutdowns. Unlike
power failures that can immediately cause a total outage, thermal failures can cause performance levels to drop first, thus introducing
subtle and widespread reliability issues. For this reason, cooling domains are an excellent complement to current failure domain
models, not their replacement.

Cooling:When you turn cooling domains into first-class entities, you are basically outing runtime decision-making along with
system configuration as the potential points of explicit constraints. Replication policies, recovery strategies, and maintenance
workflows can be made cooling-aware. This modification is a recognition of the fact that physical environmental factors have been
brought on par with logical topology in the context of system reliability largely due to the fact that storage density and thermal
sensitivity are on the rise.

Table 1. Comparison of Traditional and Cooling-Domain-Aware Failure Modeling

Feature Traditional Failure Cooling-Domain-Aware Model
Domains
Failure boundaries Nodes, racks, availability Thermal zones and cooling infrastructure
zones
Failure correlation Limited Explicitly modeled
awareness
Replica placement Based on logical topology Based on thermal independence
Risk of correlated failures Higher Reduced
Thermal monitoring Usually absent Integrated with telemetry data
integration
Reliability prediction Moderate Higher
accuracy

3.3. Architecture Design

The architecture at hand is built on the premise of a distributed storage system located in a data center having diverse cooling
characteristics. The storage nodes are basically servers that come equipped with temperature sensors that can measure temperature at
different levels such as CPUs, memory, and storage devices. Besides, the system is also assumed to have facility-level telemetry access,
such as CRAC output temperatures, and airflow metrics, either directly or through a monitoring interface.
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Cooling domains are depicted as logical entities within the storage control plane. A storage component is, therefore, given a
cooling domain(s) on the basis of its thermal correlation and physical layout. The mappings are preserved dynamically and changed as
the situation changes.

The policies of data placement and replication are changed to take into account the restrictions of cooling domains. Concerning
replicated data, one of the copies is kept in each of the different cooling domains so that the risk of correlated thermal failures is
minimized. In the erasure-coded systems, the data and parity fragments are spread out over different cooling domains so that the loss
or throttling of one domain will not affect the data availability or the recovery guarantees.

Cooling Domain-Aware Storage Architecture

Cooling Domain A Cooling Domain B Cooling Domain C

U Uo7 UL

Figure 1. Cooling-domain-aware storage architecture showing replica distribution across thermally
independent domains

In case the temperature rises or the cooling is degraded, the system can change the workload by throttling the workloads,
migrating the data, or rebalancing the replicas away from the stressed domains. The idea is to use cooling domain knowledge to
predict these actions instead of reacting to the alarms of individual nodes. Incorporating heat aspects into the storage system
architecture makes the system more comprehensive and resistant.

4. Case Study
4.1. Data Center Environment Description
This case study describes a mid-sized enterprise data center that is organized around hot-aisle/cold-aisle containment. The
center is made up of six rows of servers where each row has twelve standard 42U racks. There are Computer Room Air Conditioning
(CRAC) units at the ends of each row combined with overhead chilled air distribution that provide cooling. The physical layout, rather
than the entire data hall being treated as one thermal zone, naturally divides the space into several cooling regions, each having its
dedicated CRAC unit. These regions are used to define the cooling domains.

A rack contains a combination of compute and storage nodes. The storage-heavy racks are located near the center of the cooling
zones in order to be least affected by the edge effects like airflow imbalance. There are temperature sensors at rack inlets and outlets as
well as inside individual storage nodes which are used to provide detailed thermal visibility throughout the whole environment.

The storage system being tested is a distributed object storage solution spanning 36 storage nodes. Every node has two NVMe
drives for the storage of metadata, large-capacity HDDs for bulk data, and power supply units that are redundant. The nodes are linked
through a 25 Gbps leaf-spine network fabric to lower latency and eliminate network bottlenecks during the failure recovery. An
erasure coding scheme set up to allow multiple node failures is used to replicate the data.

The baseline setup storage is without consideration of cooling domains for making storage placement decisions. However,
experimental configuration data placement and replica distribution are explicitly aligned with cooling domain boundaries, essentially
treating each cooling zone as a major failure domain along with racks and power feeds.

4.2. Experimental Setup

In order to assess the effects of cooling-domain awareness, a carefully controlled experiment was set up using two different
architectural configurations: a baseline storage architecture and a cooling-domain-aware architecture. The two setups were installed
on the same hardware and experienced the same environmental conditions to allow a fair comparison.
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The workload suite aimed to represent real-life enterprise scenarios. It included a varied combination of large sequential writes
(to simulate backup and log ingestion), random read-heavy workloads (to simulate analytics queries), and metadata-intensive
operations such as object creation and deletes. The workloads were generated by a standard storage benchmarking tool and were
running non-stop throughout the test duration.

Failure scenarios were simulated by gradually increasing the temperatures in the selected cooling areas to demonstrate changes
in airflow degradation, partial cooling loss, or complete CRAC unit failure. The aim was not to cause hardware failure directly but to
change the cooling system's behavior in a controlled way. Usually, thermal stress is the first sign of a component wearing out.
Therefore, this method of testing corresponds to real-world situations.

Under the original baseline architecture, it was possible to put the data replicas on nodes that had the same cooling dependency
without knowing it. However, the cooling-domain-aware architecture tried to place the replicas across different cooling zones as far as
it was possible. Real-time metrics such as latency, throughput, error rates, and thermal conditions were being monitored by the
systems. The authors focused their attention mainly on how the system behaves during and after the thermal events and not so much
on its performance in ideal conditions. Every experiment was repeated several times in order to capture the variability and the results
were averaged to reduce the noise.

4.3. Failure Scenarios Analyzed

Three groups of cooling failure situations were studied to figure out how different designs can handle heat stress. The first
scenario was about partial cooling degradation, where the air supply from a CRAC unit was cut by around 40%. This caused a slow
temperature increase in the cool area that was influenced and storage nodes had to reduce their speeds to prevent overheating. Even
though there were no immediate hardware failures, the baseline architecture saw latency increase significantly because several
replicas were located in the same heat-stressed zone.

In the second scenario, an entire cooling unit was considered to be out of service by turning off a CRAC unit that supplies a row
of racks. Temperatures in the affected cooling domain went up so fast that it forced emergency throttling and later on several nodes
were shut down. With the baseline configuration, it meant temporarily not having the data at the time because multiple replicas were
off-limits at the same time. On the other hand, the cooling-domain-aware architecture was still able to provide data availability since
replicas were deliberately spread over different cooling zones.

The third scenario considered the chain reactions of thermal events, where the breakdown of one cooling unit made the
neighboring units take on more thermal load. This, in turn, caused a ripple effect that pushed the adjacent cooling domains to their
thermal limits. The baseline architecture was unable to cope with this situation, as recovery traffic further increased the heat
generation in the already stressed zones. The cooling domain-aware system, on the other hand, was more stable as it was able to
spread failover and rebalancing operations across thermally isolated regions. Such scenarios illustrate that cooling failures are
infrequently isolated incidents and that thermal dependencies can escalate their effects if system design does not explicitly take them
into account.

5. Results and Discussion
In this section, we explore the practical impact of considering cooling zones as top-level failure boundaries in storage
architecture. We discuss aspects like reliability, performance, and system behavior during faults, and contrast the new method with
traditional failure modeling assumptions. Besides quantitative results, the debate is also about architectural perspectives and practical
implementation.

5.1. Reliability and Availability Metrics
The main reasons why cooling domains are considered separate failure units are reliability and availability. We base our
assessment mainly on two performance metrics: the chances of data loss and the average time required to recover (MTTR).
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Table 2. Reliability Metrics Comparison

Metric Baseline Architecture Cooling-Domain-Aware Architecture
Data availability 92% 96%

Mean Time To Recovery (MTTR) High due to wide fault spread Reduced due to precise fault isolation
Replica failure correlation Frequent during thermal events | Rare

System latency under cooling degradation | Significant increase Moderate increase

Recovery traffic overhead High Lower

5.1.1. Data Loss Probability

Modeling cooling domains as separate failure boundaries is a major factor in the significant reduction of data loss events due to
correlation. Typically, in traditional storage systems, replicas are spread across racks or nodes without any explicit consideration of the
shared cooling infrastructure. Consequently, a cooling failure can simultaneously disrupt several replicas which goes against the
assumption of independent failures and thereby results in data unavailability or loss becoming more probable.

Whereas, a cooling-domain-aware placement changes the situation by making sure that the replicas are kept in different
physical and thermal domains. Simulated experiments illustrate that the chance of losing all the replicas of a piece of data during a
failure caused by cooling is drastically reduced when placing constraints on cooling domain locations. Even with very conservative
assumptions such as the cooling being out for a long time or only partial heating occurring the relative probability of simultaneous
replica unavailability is less than that of rack- or zone-based models.

Most notably, the enhancement presented here is greatly felt in cramped data center environments, where the heat from one
rack is almost invariably transferred to the neighboring one. In those cases, cooling-domain awareness makes a difference as it is
responding to an actual, although inaudible, source of correlated failure.

5.1.2. Mean Time to Recovery (MTTR)

Cooling-domain-centric failure mode modeling can help reduce MTTR significantly by enabling the implementation of accurate
and well-planned recovery actions. If a failure of a particular cooling domain is detected, the system can immediately figure out which
components are affected and hence it will not carry out any unnecessary testing or large-scale failover operations.

Our study shows that an MTTR drop is largely attributable to quicker fault isolation and more effective replica rehydration.
Recovery mechanisms are confined to the unaffected cooling domains which continue to function normally and, hence, there is no
need to initiate cluster-wide rebalancing. This, in turn, limits recovery traffic, lessens resource contention, and speeds up service
restoration.

Operational procedures also benefit from clearer failure semantics.Where the failure boundary is clearly defined, operators are
not only able to coordinate the repair of hardware, restoration of cooling, and data recovery more efficiently, but they also can achieve
shorter recovery times.

5.2. Performance Impact
Besides that, cooling-domain awareness might cause potential performance penalties. The first part of this paper discusses
latency, throughput, and system overheads.

5.2.1. Latency and Throughput Implications

Typically, the performance hit from a cooling-domain-aware placement under normal operating conditions is negligible. Read
latency is pretty much the same, since the replicas continue to be spread over the nearby nodes and availability zones. Sometimes their
results showed a small rise in average latency due to more stringent placement restrictions, but such differences were considered small
enough for the majority of storage workloads.
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Reliability Comparison Under Cooling Failures
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Figure 2. Reliability Comparison between Traditional Failure Domains and Cooling-Domain-Aware
Architecture under Thermal Stress

Write throughput suffers only slightly in extremely constrained deployments, especially when the number of cooling domains is
small relative to replication factors. Nevertheless, this influence fades away as the system size grows and the placement choices
become more flexible. In big environments, the throughput impact is negligible from a statistical point of view.

Moreover, if there is a failure, making the cooling domain-aware can actually help with a drop of perceived performance. Thus,
thermal-induced outages being limited through cooling-domain awareness, the system does not experience the kind of cascading
failures that would degrade throughput and increase tail latency.

5.2.2. Overheads Introduced by Cooling-Domain Awareness

The main overhead brought about by this approach is the management of metadata and the computation of the placement. The
system has to constantly map between storage nodes and cooling domains and use this information for replica placement and recovery
decisions. According to our evaluation, such overheads are small and mostly constant. As cooling-domain metadata changes very
rarely, the placement algorithms perform only a very slight additional computation. Most importantly, no per-request overhead is
added to the data path, thus the steady-state performance is not compromised.

5.3. Comparative Analysis
To understand the value of cooling-domain-based failure modeling, it is essential to compare it directly with traditional approaches.

5.3.1. Traditional vs Cooling-Domain-Based Failure Modeling

Traditionally, storage systems identify and model faults mainly at the node, rack, or availability zone levels. Although this
approach works well for power and network faults, it usually overlooks thermal dependencies. For example, cooling failures may cover
several racks or even zones and, therefore, not be reflected by traditional fault indicators. As a consequence, correlated failures can
occur that are unexpected.

By differentiating cooling-domain-based modeling, it recognizes this missing factor that is rarely considered. Raising the cooling
infrastructure to a first-class concern literally means that the system fault model is better aligned with the real physical environment.
Hence, the result is more accurate risk assessment and more resilient replica placement.

6. Conclusion and Future Scope
6.1. Conclusion
In essence, the paper challenges the conventional storage system reliability design thinking by proposing cooling domains as
major failure boundaries. Recovery or failure isolation in storage architectures basically means identifying the faulty parts such as
disks, controllers, power supplies, or racks and operating at a granular level to tune the error recovery processes. Thermal behavior,
though being continuously seen as a major cause of hardware deterioration and performance instability, still lacks structural design
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principle recognition. The present study responds to this issue by granting cooling domains equal architectural status with other
familiar failure boundaries.

The key message of this paper is that cooling zones in storage architectures can be very precisely defined, constantly monitored,
and brought under control, hence, a better fault containment and a higher system resilience can be achieved. A good example of such a
fault is the case when the hard drive performance is throttled due to overheating. Moreover, if the disk gets overused because of high
temperatures, completely isolating these faults (i.e. stopping the fault propagation) will lead to the disks being located at places with
different thermal conditions. Actually, the failure modes will become more foreseeable and the thermal problem's blast radius will
become smaller.

6.2. Future Research Directions

This work opens several interesting avenues for further research. A very important one is the combination of Al-based thermal
prediction and control. If machine learning models are trained with historical telemetry data, they would be able to predict thermal
hotspots, detect the states that may cause failures, and dynamically balance workloads among different cooling domains even before
problems arise. Therefore, cooling domains would stray from being merely reactive boundaries to becoming predictive and adaptive
control units.

Another potential extension of the work is investigating whether architectures aware of cooling domains can be beneficially
applied to edge and hyperscale environments. Edge deployments mostly come with limited resources of cooling and power
environments, thus thermal isolation is very important from that perspective. On the other hand, hyperscale data centers bring
enormous scale and diversity, where cooling domains might consist of thousands of components. Hence, figuring out how the idea can
be scaled between these two extremes is crucial for its wider use.
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