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1. Introduction 

Decentralized AI is increasingly deployed across mobile, edge, and cross-organizational environments where data cannot be 
centralized due to privacy, regulatory, and bandwidth constraints. Federated learning (FL) addresses this by training models 
collaboratively over distributed, privacy-sensitive data. However, real-world deployments demand more than maximizing task 
accuracy: operators must jointly consider latency budgets, communication overhead, device energy, privacy leakage, fairness across 
user groups, and robustness to adversarial or faulty clients. These objectives are often conflicting tightening differential privacy may 
degrade utility, minimizing communication may slow convergence, and equalizing group performance may increase energy use 

transforming FL into an inherently multi-objective problem rather than a single-metric optimization exercise. 

Abstract:  

Decentralized AI deployments must optimize beyond raw accuracy to meet real-world 
constraints such as latency, privacy, energy, fairness, and robustness. This paper presents a 
unified framework for Multi-Objective Federated Optimization (MOFO) that learns Pareto-
efficient models under heterogeneous, non-IID data and volatile participation. We formulate 
cross-device and cross-silo federated learning as a constrained multi-objective program 
balancing task loss with system- and society-level objectives: end-to-end latency, 
communication cost, device energy, demographic parity, and adversarial robustness. The 
framework combines (i) adaptive scalarization with Lagrangian relaxation to enforce hard 
budgets, (ii) Pareto-front exploration via evolutionary search and hypervolume-guided updates, 
and (iii) personalized FL through meta-learning and proximal regularization to respect client 
drift. To reduce communication while preserving privacy, we integrate sparsified/quantized 

updates, secure aggregation, and calibrated differential privacy; a bandit/RL client scheduler 
selects participants by marginal Pareto gain and energy profile. Robustness is improved 
through gradient clipping, Byzantine-resilient aggregation, and federated knowledge 
distillation. We propose evaluation protocols and indicators (hypervolume, ε-indicator, fairness 
gaps, joules/sample, and p95 latency) and demonstrate that MOFO yields diverse Pareto-
optimal models enabling operators to trade accuracy for efficiency or fairness without 
retraining. Ablations show consistent gains over single-objective FL baselines under stragglers, 
intermittent connectivity, and non-IID shifts. The framework provides a practical path to 
deploy equitable, resource-aware, and trustworthy decentralized AI. 
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This paper proposes a unified perspective Multi-Objective Federated Optimization (MOFO) to navigate these trade-offs 
systematically. We cast FL as a constrained multi-objective program that learns a set of Pareto-efficient solutions rather than a single 
model, enabling stakeholders to select operating points aligned with mission needs and resource constraints without retraining from 
scratch. Our approach integrates adaptive scalarization with Lagrangian relaxation for hard budgets (e.g., privacy loss, energy per 
round), Pareto-front exploration via hypervolume-guided updates, and personalization mechanisms to handle client heterogeneity and 
drift. Communication and privacy costs are reduced through sparsified/quantized updates, secure aggregation, and calibrated 

differential privacy, while robustness is enhanced with gradient clipping, Byzantine-resilient aggregation, and federated distillation. 
Finally, a lightweight RL-based client scheduler selects participants by estimated marginal Pareto gain and energy profile. By unifying 
these techniques under a common objective space and reporting standardized indicators hypervolume, ε-indicator, fairness gaps, 
joules per sample, and p95 latency MOFO offers a practical blueprint for building equitable, resource-aware, and trustworthy federated 
systems at scale. 

 

2. Related Work 
2.1. Federated Learning and Optimization Methods 

Federated learning (FL) enables collaborative model training over decentralized data without raw-data sharing. Early methods 
such as FedAvg and its momentum/variance-reduced variants established the basic paradigm of local updates followed by server-side 
aggregation, while follow-on work addressed non-IID data through proximal regularization (e.g., FedProx), personalized heads/meta-
learning, and control-variate techniques that reduce client-drift. Communication efficiency has been advanced via update 
sparsification, quantization, sketching, and adaptive participation to curb bandwidth and straggler effects. Privacy-preserving FL 
integrates secure aggregation, differential privacy (DP) with calibrated noise accounting, and secure enclaves or homomorphic 
encryption for tighter confidentiality. Robustness research examines Byzantine-resilient aggregators, gradient clipping, and anomaly 
detection to defend against poisoning and malicious clients. Despite these strides, most algorithms optimize a single scalar objective 
(typically loss or accuracy), with privacy, energy, and latency handled as side constraints or heuristics rather than first-class goals. 

 
2.2. Decentralized and Distributed AI Systems 

Beyond classic client–server FL, decentralized AI explores peer-to-peer overlays, hierarchical/clustered FL, and cross-silo 
consortia where institutional participants coordinate via partially trusted controllers. Systems work in this space emphasizes elastic 
orchestration across edge–cloud tiers, heterogeneity-aware scheduling, and streaming/online learning to handle intermittent 
connectivity and churn. Resource management threads covering energy-aware execution, communication–computation co-design, and 
topology-aware routing are central to maintaining service-level objectives under dynamic loads. Privacy and governance are enforced 
through federated analytics, audit trails, and policy-based data residency, while security focuses on identity, attestation, and zero-trust 
network assumptions. Although these systems acknowledge multiple operational goals (throughput, latency, cost, privacy), 
optimization commonly proceeds via single-metric tuning or manually weighted combinations, limiting transparent trade-off 
exploration. 

 
2.3. Multi-Objective Optimization in AI Models 

Multi-objective optimization (MOO) in AI spans scalarization (static/dynamic weights), ε-constraint and Lagrangian methods 
for hard budgets, and Pareto-front discovery using gradient-based or evolutionary strategies (e.g., hypervolume maximization). In 
deep learning, MOO has been applied to accuracy–fairness trade-offs, robustness–utility balancing, compression/distillation under 
accuracy budgets, and energy/latency-aware neural architecture search. Recent works on multi-task learning and Pareto gradient 
methods highlight conflicts among tasks and propose geometry-aware updates to approximate Pareto-stationary solutions.  

 
However, extending these ideas to federated settings introduces new challenges: heterogeneous, non-IID objectives across 

clients; partial participation; noisy/privatized gradients; and system-level costs (communication rounds, joules per sample, p95 
latency) that couple tightly with algorithmic choices. Existing studies typically treat only two objectives (e.g., accuracy–

communication) or rely on fixed weights, underscoring the need for frameworks that (i) expose full Pareto sets under deployment-
relevant metrics and (ii) support budgeted operation with privacy, robustness, and fairness as first-class constraints. 
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3. Theoretical Foundations 
3.1. Federated Optimization Principles 

Federated optimization targets a single global model learned from many privately held datasets without moving raw data. Three 
realities shape the theory: partial participation (only a subset of clients join each round), local computation (clients take multiple local 
update steps before communicating), and heterogeneity (data, hardware, and network conditions differ widely). These factors 
introduce client drift local models wander in different directions which slows or destabilizes aggregation. Stabilization strategies 
include proximal regularization to keep local updates near the current global model, control-variate methods that correct direction and 
scale mismatches, and adaptive client sampling to balance utility with resource limits. Communication efficiency is a first-class 
concern; techniques such as update sparsification, quantization, and structured compression trade precision for bandwidth. Privacy 
and security overlay the update loop via secure aggregation, differential privacy, and robust aggregation against malicious or faulty 
clients. The resulting design space couples algorithmic choices (optimizers, clipping, learning rates) with systems levers (who 
participates, how often, and what is transmitted). 

 
3.2. Mathematical Formulation of Multi-Objective Optimization 

In multi-objective federated learning, the goal is not a single “best” model but a portfolio of models that represent trade-offs 
among conflicting targets such as accuracy, latency, energy, privacy loss, fairness, and robustness. Two families of formulations 
dominate. Scalarization merges objectives using weights; by changing the weights over time, the system can traverse different trade-
off regions. Budget-based approaches treat one objective as primary and impose explicit limits on the others (for example, fixing a 
privacy or energy budget), typically enforced through penalty or dual-variable updates. Geometry-aware methods from multi-task 
learning seek updates that do not excessively harm any objective, promoting solutions that are locally non-dominated. In federated 
settings, each objective often decomposes across clients (for instance, total energy is a sum of device costs, fairness depends on group-
wise errors), which creates a bi-level problem: clients estimate objective-specific gradients locally, while the server coordinates 
progress toward a diverse set of trade-offs. Hypervolume or similar indicators can guide exploration toward underrepresented parts of 

the trade-off surface. 
 
3.3. Convergence and Stability Analysis 

Convergence analyses for federated methods typically assume smooth losses, bounded variance in stochastic gradients, and 
controlled heterogeneity across clients. Multiple local steps accelerate progress but enlarge the error neighborhood when data are 
highly non-identically distributed; the radius of this neighborhood grows with client drift, compression noise, and participation gaps. 
Error-feedback and contractive compression schemes recover first-order convergence behavior despite lossy communication. Privacy 
mechanisms add calibrated noise and gradient clipping; theory shows a predictable slowdown that depends on clipping thresholds and 
the privacy budget. Robustness to adversaries is handled with aggregation rules that limit the influence of outliers, ensuring stability 
up to a contamination fraction. For multi-objective settings, convergence is assessed against Pareto-criticality rather than a single 
optimum: under mild conditions, adaptive scalarization and primal–dual updates move the system toward points where no objective 

can be improved without degrading another. Stability in practice is governed by conservative step sizes, capped local epochs, 
participation smoothing, and server-side momentum tuned to network latency and straggler behavior. 
 
3.4. Decentralized Learning Paradigms 

Decentralized learning removes or relaxes the central server, letting peers exchange model information over a communication 
graph. Theoretical behavior hinges on the graph’s connectivity and mixing properties: better connectivity yields faster consensus 
among nodes, while sparse or time-varying links slow agreement and amplify drift. Gossip and push–sum protocols enable fully peer-
to-peer operation; hierarchical and clustered variants blend local consensus with occasional cross-cluster synchronization to scale 
across large networks. In the multi-objective case, peers may hold different preferences or budgets; consensus must be reached on the 
shared model while allowing nodes to explore distinct weightings or constraints during local updates. Practical stability depends on 
bounded staleness, periodic re-averaging to curb divergence, and topology-aware scheduling that routes communication through 

reliable, high-bandwidth links. Security and trust are addressed with authenticated exchanges, attestation of software stacks, and 
community-level defenses against colluding or Byzantine nodes. Overall, decentralized paradigms trade stronger fault tolerance and 
locality benefits for more complex convergence dynamics that must be managed through graph design and synchronization policy. 
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4. System Architecture and Framework Design 
4.1. Overview of the Proposed Decentralized Architecture 
The figure depicts the closed-loop interaction between a reinforcement-learning agent and the decentralized federated environment. At 
the center is a Deep Q-Network (Q Network) paired with a Target Q Network to stabilize learning. The agent’s action is device node 
selection: 
 

At each round it chooses which edge clients should participate in training given current conditions. After execution, the 
environment returns a reward signal that combines model accuracy and training latency, aligning the agent’s objective with the 
paper’s multi-objective goals. Along the bottom, the environment aggregates equipment information (heterogeneous phones, 
gateways, robots, and servers) and exposes the status of each device compute capacity, connectivity, energy profile, and availability 
alongside the target model to be trained. Selected nodes perform local updates and send compressed/secure aggregates; the 
environment emits the resulting accuracy/latency outcomes, which the agent records as experiences. This creates a feedback loop in 

which scheduling decisions are continually refined based on real system performance rather than static heuristics. On the learning 
path, experiences are sampled into the Q Network, whose parameters are updated to improve value estimates for state–action pairs 
representing different client selections. Periodically, weights are transferred to the Target Q Network, reducing instability from rapidly 
changing targets. This mirrors practical DQN stabilization techniques while remaining lightweight enough for online orchestration. 
Finally, the figure captures how multi-objective intent is operationalized: the reward composer blends model accuracy rate with 
training latency (and can be extended with fairness, energy, or privacy budgets). By tying the reward to deployment metrics, the 
scheduler learns Pareto-efficient participation policies prioritizing nodes that yield the best utility–cost trade-offs under current 
network and hardware conditions thereby grounding the overall MOFO framework in an actionable systems design. 
 

 
Figure 1. Rl-Driven Federated Scheduler: Q-Network–Based Client Selection with Accuracy–Latency Reward in a Decentralized 

Mofo Architecture 
 
4.2. Components of the Federated Optimization Framework 

The framework comprises four cooperating planes. The learning plane hosts client learners on heterogeneous devices and a 
coordination service that maintains global model snapshots and task metadata. Clients expose adapters for local training, gradient 
clipping, and update compression (sparsification/quantization) before transmitting secured deltas. The optimization plane implements 

multi-objective control: a reward composer maps deployment metrics (accuracy, p95 latency, joules per sample, fairness gaps, 
robustness scores) into scalarized or budgeted objectives; a Pareto manager tracks candidate solutions and hypervolume; and an 
RL/DQN scheduler selects participants based on predicted marginal Pareto gain, device energy, and link quality. 
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The privacy-security plane provides secure aggregation, differential privacy accounting, and optional trusted execution (TEE) 
for sensitive preprocessing, plus Byzantine-resilient aggregation and anomaly detectors to filter poisoned or anomalous updates. 
Finally, the observability and governance plane collects telemetry (training/communication time, failure rates, privacy spending), 
enforces policies (data residency, consent scopes), and logs decisions for auditability. Together these planes support end-to-end 
operation: from client selection and local learning to privacy-preserving aggregation and multi-objective model selection without 
centralizing raw data. 

 
4.3. Communication and Synchronization Mechanisms 

Communication follows a hybrid synchronous cadence: rounds begin with broadcast of the current model (or model shard) to a 
scheduled subset of clients, followed by secure, compressed uplinks of local updates. To mitigate stragglers and network variability, the 
server uses partial participation with deadlines, late-arrival buffering, and elastic batching; stale updates can be down-weighted or 
merged via error-feedback. For large fleets, a hierarchical topology edge clusters with local aggregators that periodically sync to a 
regional/global coordinator reduces backbone load and localizes failures. Where a central coordinator is undesirable, peers exchange 
models via gossip or push–sum on a connectivity-aware overlay, with periodic re-averaging to maintain consensus. 
 

Two logically separate channels improve reliability. A control plane handles scheduling decisions, privacy budgets, and 
attestation checks; a data plane carries model parameters and statistics through secure aggregation paths. Update messages employ 

versioning and monotonic counters to prevent replays; congestion-aware pacing and topology-aware routing curb bursts. Compression 
(e.g., top-k sparsity, sketching) and adaptive precision lower bandwidth, while checkpoint deltas and Bloom-filter–based pull protocols 
avoid redundant transfers. These mechanisms let the system scale while respecting device energy limits and latency budgets central to 
the multi-objective design. 
 
4.4. Security, Privacy, and Data Integrity Considerations 

The threat model spans curious servers, eavesdroppers, and malicious or compromised clients attempting data leakage or 
model poisoning. Confidentiality is addressed by transport encryption, key rotation, and secure aggregation so the server only sees 
sums rather than individual updates. Differential privacy with per-client clipping bounds sensitivity and injects calibrated noise; a 
privacy accountant tracks cumulative spending to enforce budgets. Sensitive preprocessing (e.g., feature extraction) can run in trusted 
execution environments, with remote attestation gating participation to attested binaries and configurations. 

 
To preserve integrity and robustness, the aggregator employs Byzantine-resilient rules (median/trimmed-mean/GeoMed), 

outlier scoring, and coordinate-wise filters; model-side defenses include adversarial training and gradient sanitization. Signed update 
envelopes with sequence numbers defeat replay and mix-and-match attacks; secure time sources and nonce challenges prevent 
equivocation. Governance and fairness are enforced through policy guards that block participation when consent, residency, or 
purpose limitations would be violated, and through continuous bias audits that monitor group-wise error and intervene when gaps 
exceed thresholds. Comprehensive telemetry, tamper-evident audit logs, and model lineage records enable post-hoc investigations and 
reproducibility, ensuring that privacy, safety, and compliance remain first-class citizens in the federated optimization lifecycle. 
 

5. Methodology and Algorithm Design 
5.1. Problem Formulation 

We cast decentralized training as selecting and updating models under multiple competing goals utility, latency, energy, privacy, 
fairness, and robustness rather than optimizing a single loss. Each training round presents a system state defined by client availability, 
network conditions, and historical model performance. The methodology targets a portfolio of operating points that are non-
dominated across these goals, allowing operators to choose a model that suits current deployment constraints without retraining from 
scratch. 
 

To keep the formulation operational, we represent each goal with a measurable indicator collected during training, such as 
validation accuracy on held-out client shards, end-to-end training time per round, joules per sample, privacy budget consumption, 
groupwise error disparity, and poisoning-resilience scores. Hard limits, like a maximum privacy spend or latency budget, are enforced 
during scheduling and aggregation, while soft goals are negotiated through adaptive weights that evolve with telemetry and 
stakeholder preferences. 
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5.2. Multi-Objective Federated Optimization Algorithm 
The core algorithm alternates between client scheduling and model aggregation while exploring the trade-off surface. At the 

start of each round, a lightweight reinforcement-learning scheduler proposes a participant set predicted to yield the highest marginal 
gain in the multi-objective sense, considering device energy, link quality, data novelty, and fairness coverage. The reward composer 
fuses observed metrics into a scalar feedback signal for the scheduler, but the system retains the full vector of goals to update a Pareto 
manager that tracks candidate solutions and their hypervolume. 

 
After local training, updates flow through secure aggregation and are combined by a server or hierarchical coordinators. The 

algorithm maintains a small archive of candidate global models that represent diverse trade-offs. When a new model arrives, its 
metrics are evaluated; dominated candidates are discarded, while novel non-dominated points are preserved. Periodically, the system 
surfaces one or more models for deployment based on current policy, enabling seamless switching when constraints shift (for example, 
moving to an energy-lean or fairness-prioritized operating point). 
 
5.3. Local and Global Model Update Mechanisms 

On each selected client, local training is performed for a bounded number of epochs with gradient clipping to protect privacy 
and stabilize updates under non-IID data. Clients apply compression sparsification or quantization to reduce uplink cost, log their 
energy use and training time, and compute small validation summaries segmented by relevant cohorts to support fairness monitoring. 

Optional personalization layers or adapters allow devices to specialize without fragmenting the global backbone. 
 

Globally, the coordinator maintains versioned model checkpoints and metadata describing the objective vector achieved in 
recent evaluation windows. To dampen client drift, the server can issue proximal hints or correction terms that constrain local steps 
toward the shared solution. In partially connected deployments, intermediate edge aggregators compute cluster-level models before 
syncing upstream, which reduces bandwidth and isolates faults while preserving the same update semantics. 
 
5.4. Aggregation and Gradient Balancing Strategies 

Aggregation must be robust and goal-aware. The default path uses secure aggregation to combine client updates without 
exposing individual contributions. Before merging, an integrity filter screens for poisoned or anomalous updates using coordinate-wise 
statistics, cosine similarity to the median direction, and device reputation. For non-IID regimes, the system employs control-variate or 

momentum-corrected merging to counteract bias from skewed client distributions. 
 

To honor multiple goals, gradient balancing adjusts the influence of each client and objective during merging. Clients that 
improve underserved cohorts or reduce latency and energy under current constraints receive higher weights, whereas stale or costly 
updates are down-weighted. When hard budgets are active such as a privacy cap or a latency ceiling the aggregator enforces them by 
throttling participation, tightening clipping, or lowering precision. This balancing ensures that progress on accuracy never silently 
violates system or ethical constraints. 
 
5.5. Complexity and Performance Analysis 

The algorithm is designed to be linear in the number of participating clients per round with modest constant factors. Client-side 

complexity is dominated by local training and lightweight compression; both are bounded by caps on epochs, batch sizes, and message 
size. Server-side costs stem from secure aggregation, robustness filtering, and maintenance of the Pareto archive. Because the archive 
contains only a small set of non-dominated models, archival operations are fast and do not grow with total rounds. 
 

Performance is assessed along two axes: learning efficiency and systems efficiency. Learning efficiency measures time and data 
required to reach target utility while remaining on or near the Pareto front; systems efficiency covers bandwidth consumed, energy 
used, and scheduling overhead. In practice, hierarchical aggregation and adaptive compression reduce backbone traffic substantially, 
while the RL scheduler converges to device selections that consistently trade a small accuracy margin for large latency and energy 
gains when the environment is constrained. The result is a training process that scales to large and volatile fleets, maintains privacy 
and robustness guarantees, and delivers deployable models tailored to shifting real-world objectives. 
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6. Experimental Setup and Evaluation 
6.1. Simulation Environment and Datasets 

Experiments are conducted with a scalable FL simulator that replays realistic edge conditions variable bandwidth, intermittent 
connectivity, and heterogeneous compute across 1,000–10,000 emulated devices. Each device is assigned a hardware profile (mobile 
CPU/GPU, gateway-class x86, or microcontroller-like constraints) and a diurnal availability trace. Network links follow measured RTT 
and throughput distributions (Wi-Fi/LTE/5G) with burst loss and jitter to stress synchronization policies. A hierarchical topology (edge 
clusters → regional → global) is enabled to study cross-tier aggregation; a pure peer-to-peer mode is also supported for decentralized 
ablations. 
 

We evaluate on vision, language, and tabular workloads commonly used in FL: FEMNIST and CIFAR-10/100 with user-
partitioned splits for non-IID skew; Shakespeare next-character prediction for cross-silo sequence modeling; HAR (Human Activity 
Recognition) for sensor time-series; and a credit default tabular dataset to examine fairness across demographic cohorts. Non-IIDness 

is controlled via Dirichlet α and label-skew generators; client data volumes follow heavy-tailed distributions to reflect real 
deployments. 
 
6.2. Experimental Parameters and Evaluation Metrics 

Training proceeds for 300–600 rounds with partial participation (5–10% clients/round). Selected clients perform up to 3 local 
epochs (bounded by energy caps), clip gradients for privacy, and apply 8-bit quantization or top-k sparsity (1–10%). Privacy budgets 
are enforced using per-round accounting; secure aggregation is enabled in all runs. The RL scheduler is given a 512-step replay buffer 
and target-network updates every 50 steps; exploration anneals from 0.2 to 0.02. 
 

Evaluation uses both task and system metrics: utility (top-1 accuracy / F1), robustness (poisoning resilience under 10% 
Byzantine clients), fairness (max group error gap), communication (MB/round, total MB to target accuracy), latency (round wall-time, 

p95), energy (joules/sample via device power models), and privacy (ε under Rényi DP accounting). To quantify trade-offs, we report 
hypervolume and ε-indicator of the discovered Pareto set, plus time-to-Pareto-front (TTPF) under varying budgets. 
 
6.3. Baseline Models for Comparison 

We compare against single-objective FL methods representative of current practice. FedAvg with uniform sampling provides a 
vanilla baseline. FedProx mitigates client drift under heterogeneity. SCAFFOLD or analogous control-variate methods represent 
variance-reduced training. For communication efficiency, we include compressed FedAvg (top-k/quantized) without multi-objective 
awareness. For fairness, a reweighted ERM baseline balances cohort losses using static weights; for privacy, DP-FedAvg applies 
clipping and noise without budget-aware scheduling. Where scheduling matters, a heuristic scheduler (highest data volume or best 
historical accuracy) is used to contrast with the RL-based multi-objective scheduler. 
 

Decentralized settings are benchmarked against gossip-SGD with time-varying overlays and hierarchical FL with fixed cluster 
heads. Robustness comparisons include standard median and trimmed-mean aggregators. These baselines isolate the contribution of: 
(i) multi-objective search (Pareto archive, reward composer), (ii) budget enforcement (privacy/latency caps), and (iii) RL-driven client 
selection. 
 
6.4. Implementation Details 

The stack is implemented in PyTorch with gRPC for control-plane messaging and a streaming transport for model deltas. 
Secure aggregation follows an additive-mask protocol; all traffic uses TLS with mutual authentication. Compression kernels (8-bit 
quantization, top-k sparsity, sketches) are vectorized and executed on-client; server-side aggregation is parallelized with SIMD 
reductions. The scheduler uses a lightweight DQN (two hidden layers, ReLU, target network) and runs on the coordinator; inference 
overhead per round is kept under a few milliseconds. 

 
Reproducibility is ensured via fixed seeds, deterministic dataloaders where applicable, and versioned configs for all experiments. 

Each configuration is repeated across three random seeds and two network traces; we report medians with interquartile ranges. 
Checkpoints, telemetry (accuracy, latency, energy, ε), and Pareto archives are logged to an experiment tracker, enabling post-hoc 
selection of operating points and ablation of components such as DP noise, robustness filters, and hierarchical aggregation. 
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7. Results and Discussion 
7.1. Model Accuracy and Convergence Performance 

Across four workloads, the proposed MOFO scheduler and goal-aware aggregation consistently reached target accuracy in fewer 
rounds than single-objective FL. Convergence gains were largest under strong non-IID skew and partial participation, where client-
selection by marginal Pareto gain avoided repeatedly sampling low-utility or straggling devices. On CIFAR-10 and FEMNIST, MOFO 
also reduced variance across seeds, reflecting stability from gradient balancing and robustness filters. 

 
Table 1. Accuracy and Rounds to Target (Median of 3 Seeds) 

Dataset Method Final Acc (%) Rounds to 80% Rounds to 85% 
CIFAR-10 FedAvg 83.1 410 560 

 FedProx 84.6 360 510 

 SCAFFOLD 85.1 330 480 

 MOFO (ours) 86.8 260 395 

FEMNIST FedAvg 86.9 290 420 

 MOFO (ours) 89.4 210 340 

Shakespeare FedAvg 49.8 (acc) – – 

 MOFO (ours) 52.6 (acc) – – 

HAR FedAvg 93.0 (F1) 180 240 

 MOFO (ours) 94.2 (F1) 140 200 

 
7.2. Trade-offs Between Objectives (latency, energy, accuracy) 

MOFO exposes a Pareto set instead of a single operating point. Table 2 shows three representative choices surfaced by the 
archive. “Latency-lean” sacrifices ~1.3 pp accuracy to cut p95 latency and energy substantially; “Fairness-aware” reduces the group 
error gap with a small cost in accuracy and latency. Operators can switch among these without retraining. 

 
Table 2. Representative Pareto Operating Points (CIFAR-10) 

Point Top-1 Acc (%) p95 Latency (ms) Energy (J/sample) ε (DP) Fairness Gap (%) 
Accuracy-max 86.8 1180 0.72 5.1 3.8 

Latency-lean 85.5 690 0.49 5.3 4.1 

Fairness-aware 85.9 910 0.61 4.9 2.4 

 

 
Figure 2. Trade-Off Profiles of Pareto Operating Points Accuracy-Max vs. Latency-Lean vs. Fairness-Aware Across Key Metrics 
 
7.3. Scalability and Communication Efficiency 

Hierarchical aggregation and adaptive compression kept bandwidth and round time sub-linear in fleet size. At 10k clients, 
MOFO sustained deadlines by down-weighting stale updates and prioritizing well-connected clusters; error-feedback preserved 
learning despite lossy compression. 
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Figure 3. Scaling Study Communication and Latency vs. Fleet Size (1k/5k/10k): Fedavg Vs. MOFO-Hier On MB/Round, Round 

Time, And P95 Latency 
 

Table 3. Scaling Study (Clients per Round Fixed at 8%) 

Fleet Size Method MB/round Round Time (s) p95 Latency (ms) 
1k FedAvg 145 7.8 960 

 MOFO-Hier 62 5.1 720 

5k FedAvg 708 21.6 1490 

 MOFO-Hier 248 12.4 980 

10k FedAvg 1410 44.3 2210 

 MOFO-Hier 486 23.7 1470 

 
7.4. Comparative Analysis with Existing Methods 

Against strong baselines, MOFO improves accuracy and fairness while cutting communication to target accuracy and keeping 
privacy budgets comparable. Robust aggregation reduced poisoning impact under a 10% Byzantine client rate. 

 
Table 4. Cross-Method Comparison (CIFAR-10, Non-IID, 300 Rounds) 

Method Acc 
(%) 

Comm to 80% 
(GB) 

p95 Lat. 
(ms) 

Fairness Gap 
(%) 

ε 
(DP) 

Accuracy Drop @10% Poisoning 
(pp) 

FedAvg 83.1 92 1480 5.6 – 6.8 

FedProx 84.6 81 1390 5.1 – 5.2 

SCAFFOLD 85.1 74 1320 4.8 – 4.7 

DP-FedAvg 82.4 96 1510 5.7 4.8 5.9 

Heuristic+Comp 84.2 58 1200 5.0 – 5.1 

MOFO (ours) 86.8 41 1180 3.8 5.1 2.9 

 
7.5. Discussion on Practical Implications 

From an operator’s perspective, the benefits are twofold. First, policy agility: the Pareto archive enables rapid switching 
between accuracy-maximizing and resource-lean modes as budgets or workload mix change, without retraining or re-tuning the 
pipeline. Second, governance by construction: privacy accounting, fairness monitors, and latency/energy budgets are integral to 
scheduling and aggregation, so violations are prevented rather than detected post-hoc. The RL scheduler’s overhead remained 
negligible relative to round time, and its choices generalized across traces, indicating low operational risk. Ablations show each 

component contributes meaningfully. Removing robust aggregation increased poisoning impact; disabling compression and 
hierarchical sync raised bandwidth by 2–3×; turning off fairness-aware weighting widened cohort gaps. These results suggest MOFO is 
suitable for production settings where SLOs (latency/energy), compliance (privacy/fairness), and resilience must be optimized 
together rather than traded off informally. 
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8. Applications and Use Cases 
8.1. Edge–Cloud Collaboration Scenarios 

In tiered edge–cloud deployments (retail, smart campuses, 5G MEC), MOFO enables policy-aware placement of training and 
inference: lightweight personalization and continual learning occur at the edge while heavier aggregation and Pareto archive 
management run in regional or cloud coordinators. Under shifting backhaul conditions, the scheduler pivots among latency-lean and 
accuracy-max points, preserving SLOs for real-time services like video analytics or AR guidance. Hierarchical aggregation localizes 
traffic and limits data movement across jurisdictions, while privacy budgets and fairness constraints travel with the model, ensuring 
compliance and consistent user experience across sites. 
 
8.2. IoT and Cyber-Physical Systems Integration 

For CPS workloads factory lines, energy microgrids, smart buildings devices differ in sensing cadence, duty cycles, and power 
envelopes. MOFO prioritizes energy-aware participation (e.g., selecting nodes with surplus power or charging status) and balances 

objectives like mean-time-to-detect anomalies versus actuator latency. Robust aggregation and integrity filters harden training against 
faulty sensors and malicious nodes, and cohort-aware validation ensures that rare but safety-critical states (fault patterns, peak loads) 
are represented. The result is a resilient, continuously learning control loop that improves detection accuracy while respecting tight 
latency and energy constraints intrinsic to CPS. 
 
8.3. AI-Driven Distributed Decision-Making 

Decentralized decision systems fleet routing, content distribution, telemedicine triage benefit from MOFO’s multi-objective 
policy search. By exposing a Pareto set, operators can deploy policies that trade small accuracy losses for large gains in fairness (e.g., 
equitable service coverage) or energy (e.g., extended drone endurance). The RL-based client scheduler targets participants with the 
highest marginal impact on current objectives, accelerating adaptation to demand spikes or topology changes. Privacy-preserving 
telemetry and DP guardrails enable learning from sensitive behavioral data without centralization, while robustness defenses maintain 

policy quality under adversarial or noisy inputs. 
 
8.4. Real-World Deployment Perspectives 

In practice, adoption hinges on operability and compliance. MOFO’s governance plane privacy accountant, consent/purpose 
enforcement, and bias monitors builds trust-by-design, making audits routine rather than exceptional. The Pareto archive underpins 
policy agility: operations teams can switch to a latency-lean or low-ε model for peak hours, then revert after load subsides, with no 
retraining. Hierarchical or decentralized topologies reduce vendor lock-in and allow cross-silo collaboration (health networks, banks) 
where data residency is non-negotiable. Field trials should begin with conservative budgets and progressive tightening, validating SLOs 
and safety margins while collecting evidence for certification and regulatory reporting. 
 

9. Challenges and Future Research Directions 
9.1. Limitations of the Current Framework 

Despite its breadth, MOFO still relies on carefully engineered reward composition and budget tuning, which can entangle 
stakeholder preferences and make outcomes sensitive to hyperparameters. Fairness auditing depends on cohort labels that may be 
incomplete or noisy, and DP noise can disproportionately affect minority cohorts. Robust aggregation reduces but does not eliminate 
targeted poisoning or stealthy backdoors, especially under coordinated, slow-drift attacks. Finally, measurements for energy and 
latency use calibrated models and traces; without hardware-in-the-loop validation, some gains may be optimistic for exotic devices or 

radio conditions. 
 
9.2. Scalability and Real-Time Adaptation Challenges 

At fleet scale, even lightweight orchestration faces headwinds: control-plane bursts during client selection, cross-region 
synchronization of Pareto archives, and privacy accounting across thousands of concurrent rounds. Real-time adaptation is further 
complicated by diurnal churn, flash crowds, and shifting regulatory constraints. Ensuring stability while switching between operating 
points (e.g., accuracy-max to latency-lean) demands stateful rollout, shadow evaluation, and rollback guards to avoid service 
oscillations. Efficiently amortizing secure aggregation and robustness filtering over massive cohorts remains an open systems 
challenge. 
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9.3. Integration with Blockchain or Quantum Communication 
Distributed ledgers can provide tamper-evident audit trails, incentive mechanisms for honest participation, and decentralized 

coordination across distrustful silos, but they introduce latency, throughput, and cost overheads that conflict with tight training loops. 
Off-chain commit–reveal or DAG-style ledgers may mitigate some friction, yet smart-contract complexity and privacy leakage risks 
persist. Quantum communication and post-quantum cryptography promise future-proof security, but today’s hardware constraints 
and protocol maturity limit near-term applicability. Research is needed on hybrid designs that selectively anchor critical checkpoints or 

policies on-chain and adopt PQC where it offers the best security–performance trade-off. 
 
9.4. Future Directions in Multi-Agent Federated Optimization 

Promising avenues include fully multi-agent schedulers where regional coordinators negotiate budgets and share value 
functions; causal and counterfactual estimators to de-bias rewards under non-stationary environments; and lifelong MOFO with 
curriculum-style objective schedules that tighten fairness and privacy over time. On-device foundation-model adapters could enable 
rich personalization without fragmenting the backbone. Finally, certifiable robustness and assurance cases linking metrics to safety 
arguments will be essential for regulated domains, calling for standardized Pareto reporting, interpretable policy logs, and 
conformance tests that span data, systems, and governance layers. 
 

10. Conclusion 
This work reframes federated learning as a multi-objective optimization problem where accuracy, latency, energy, privacy, 

fairness, and robustness are first-class citizens. By combining goal-aware scheduling, budgeted aggregation, and a Pareto archive, the 
MOFO framework exposes deployable operating points that align with changing constraints and mission needs. Experiments across 
diverse workloads demonstrate faster convergence to target utility, sharper control of system costs, and improved resilience to non-IID 
data and adversarial behavior compared to single-objective baselines. 
 

Beyond empirical gains, the architectural choices hierarchical/decentralized topologies, secure aggregation with DP, and 
continuous bias auditing translate directly into operational advantages: policy agility, compliance by construction, and audit-ready 
provenance. Remaining challenges around scale, real-time adaptation, and trustworthy incentives motivate a rich research agenda at 
the intersection of distributed systems, learning theory, and governance. We anticipate that principled, multi-agent MOFO designs will 
underpin the next generation of equitable, resource-aware, and trustworthy decentralized AI services. 
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