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1. Introduction 

The demand for real-time responsiveness has become one of the most critical requirements in the modern context, 
particularly for applications such as financial trading systems, collaboration tools, live dashboards, and monitoring systems. REST-
style protocols are traditional request-response patterns that are inadequate to handle the low-latency and high-throughput 
behaviours these use cases require. Consequently, Event-Driven Architectures (EDA) have become an attractive solution, with 
communication being asynchronous and components decoupled, thereby improving scalability. This paper presents a full-stack 
architecture based on Apache Kafka and WebSockets for developing real-time systems. Kafka functions as the backbone to process 
high-event-rate streams durably, fault-tolerantly, and in order, and WebSockets ensure persistent, fast egress after the initial TCP 
connections are established. This enables low-latency events to be exchanged between the server and clients, allowing for the real-
time updating of the UI. All of these technologies address the most important design considerations, including event ordering, 
reliable delivery, and front-end reactivity. It is especially applicable to situations where information needs to be processed in real-
time and reflected to users without congesting the backend. The use of Kafka event streaming features and WebSocket, with its 

effective client-server interaction design, will provide the proposed system with high availability, responsiveness, and ease of 
maintenance. This context provides the background for the course of design and implementation described in the subsequent 
sections, making the architecture a highly inviting option for developers building the applications of the future, as it is real-time. 
1.1. Needs of Event-Driven Full-Stack Applications 

Abstract:  

The swift cloud and edge computing development promoted the implementation of distributed 

learning models as different organizations can train them cooperatively and share sensitive data 

without the need to access it. There is however a serious challenge of making sure that the data 

privacy, model integrity and secure collaboration is ensured. The paper introduces a blockchain-

enhanced framework to conduct computations based on secure multi-party machine learning 

(MPML) over cloud-edge collaborative settings. The framework proposed uses blockchain 

technology to build a sense of trust, immutability and verifiability during data sharing as well as 

training the model. The framework also includes the principles of secure multi-party computation 

(SMPC) and federation of learning, designed to maintain the privacy of data, but to make models 

optimize the performance on a heterogeneous set of nodes. We also give a step by step 

methodology of the system architecture, consensus protocols, encryption mechanisms, and 

collaborative learning algorithms. Experimental testing illustrates the effectiveness of the 

framework in regard to security, scale, and the accuracy of the model. Indeed, our findings reveal 

that blockchain coupled with MPML will help to solve security threats, accountability, and trust 

among cooperating entities substantially. The framework offers the solid solution to the real-

world cloud-edge collaborative applications, such as healthcare, finance, and smart cities 

 

Keywords:  

Blockchain, Multi-Party Machine Learning (Mpml), Cloud-Edge Collaboration, Federated 

Learning, Secure Multi-Party Computation (Smpc), Data Privacy, Model Integrity. 



Kiran Kumar Pappula & Sunil Anasuri [2025]                                                                                                 Event-Driven Full-Stack Applications with Kafka and WebSockets 

 
 

43 

Full-stack applications are becoming increasingly bulky these days, and they are more commonly using real-time interactions and 
dynamic data flows, which classical architectures, such as RESTful APIs, cannot easily accommodate. These limitations are 
overcome through Event-Driven Architectures (EDA), which enable asynchronous communication and decouple system 
components. The main needs that make event-driven models an essential aspect of a full-stack application development are given 
below as the subheadings: 
 

 
Figure 1. Needs of Event-Driven Full-Stack Applications 

 
1.1.1. Real-Time Responsiveness 

In solutions such as live chat, financial tickers, games, and collaborative editing tools, information must be conveyed and 
displayed in the graphical user interface in real-time. The use of event-driven systems, particularly when combined with 
WebSockets, can provide the server and client with low latency, persistent connectivity, and reliably instant updates, thereby 
avoiding the overhead of polling. 
 

1.1.2. Scalability and Decoupling of Systems 
Conventional high-coupling and monolithic service models often struggle to scale as user traffic and data volumes increase. 

With event-driven architectures, services communicate through event streams, such as those managed by Apache Kafka, enabling 
them to be performed autonomously. With this decoupling, horizontal scaling, simple maintenance, and independent development 
and deployment of microservices are made possible. 
 
1.1.3. Asynchronous Communication 

Synchronous request-response styles have the potential to induce bottlenecks and make services highly coupled, thereby 
undermining the system's resiliency. Through EDA, events are generated and used by services independently, making the services 
more fault-tolerant and achieving a higher throughput. The model is a critical requirement in settings where the line of response 
can be turned off or when lengthy tasks must be executed in the background. 

 
1.1.4. Ordering and Dependable Event Delivery 

Applications that utilise transactions, inventory management, or require time-sensitive processing require guaranteed 
ordering and delivery of events. Kafka meets this requirement by offering resilient, partitioned logs with in-built replication and 
custom delivery semantics (at-least-once or exactly-once), ensuring data integrity is maintained even in distributed systems. 
 
1.1.5. Better User Experience 

Event-driven architectures enhance the user experience by enabling the front-end to respond to actions generated by the 
backend in real-time. Framework-based interfaces (using frameworks such as Vanilla, React, or Vue) can subscribe to WebSocket 
streaming and refresh specific elements as data is received, removing refresh loading and presenting a faster perceived response, 
reducing the perceived waiting time. All these needs contribute to the relevance of employing event-driven architecture to create 

resilient, scalable, and real-time full-stack applications in the prevailing competitive and dynamic digital environment. 
 
1.2. Problem Statement 

Although event-driven architectures are becoming increasingly popular, and a wide range of potent technologies is now 
available, such as Apache Kafka and WebSockets, the path to making event-driven architecture a smooth process in full-stack 
development has its thorny patches. [5,6] Scalability is one of the main problems with traditional RESTful systems, which would 
bottleneck and become very slow under intense use due to their synchronous and tightly coupled nature, causing bottlenecks and 
limiting the model to high user loads. The ability of the system to decouple services and support asynchronous communication, 
while remaining responsive across a wide range of scaling user demand and data volumes, is becoming increasingly essential. 
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Integration complexity is another big issue. Integrating more than two technologies, such as Kafka, WebSockets, and different 
front-end frameworks, will require the developer to understand how to handle compatibility, deployment, and communication 
between heterogeneous components. This may add development overhead and possible points of failure, particularly under 
conditions that require the ordering of events, guarantees of delivery, and maintenance of consistency in the states of the systems. 

 
Additionally, responsive and scalable systems are becoming increasingly complex due to domain-specific constraints, such 

as regulatory compliance in financial functions, real-time correctness in healthcare systems, and high availability in e-commerce. 
Most of the existing solutions would not fit those domain requirements because they are either too rigid to productively bend to 
them or so complex that maintaining them requires specific knowledge. The lack of architectural patterns that balance maximal 
performance, reliability, and simplicity is still apparent in real-world applications at the full-stack level. This paper presents a 
combined solution to these obstacles with a new kind of full-stack architecture that leverages Kafka as the platform for delivering 
persistent and elastic event streaming, and WebSockets for the real-time transmission of UI data. Kafka is the backbone of 
asynchronous messaging, providing fault tolerance, ordered delivery, and decoupling of systems. WebSockets, together with this, 
provide low-latency, bi-directional communication between a client and a server, thereby avoiding the inefficiencies of polling 
mechanisms. The combination of these technologies would create a coherent architecture that not only offsets the disadvantages of 
conventional systems but also lays the foundation for the development of responsive, scalable, and maintainable real-time 
applications in many areas. 

 

2. Literature Survey 
2.1. Existing Architectures 

The use of event-driven architectures in contemporary software systems has gained significant popularity, particularly in 
those that require real-time responsiveness and scalability. Another field of inquiry is that of REST and WebSocket communication 
models. [7-10] Since REST is stateless and resource-oriented, it is easy to implement, a nd it is used extensively. Nevertheless, 

Andrews and Gomes discuss the weaknesses associated with it in real-time systems, where the rate of polling can cause 
performance issues by introducing latencies and inefficiencies. On the contrary, WebSockets do not disconnect; they support two-
way communication, and the latency is minimal, which makes them superior to REST in mutual real-time data cooperation, such 
as in games, chats, and financial dashboards. One of the new trends in event-driven architecture is the implementation of 
microservices in conjunction with Apache Kafka. Studies such as these highlight the use of microservices decoupling with Kafka as 
being at the core of ensuring greater scalability and fault tolerance. Asynchronous communication between services is possible 
through the use of the publish-subscribe pattern in Kafka, which makes any system highly resilient and provides high throughput. 
Scalable UI systems on the front-end often utilise React in conjunction with event streaming. Sources discuss how this 
combination optimises not only the performance but also the maintainability of a system by allowing components to respond to 
real-time changes in data with minimal re-rendering, ensuring a user-friendly interface behaviour is designed in a modular 
manner. 

 
2.2. Limitations of Traditional Models 

Although some web services rely on RESTful APIs, which form the basis of their operations, these web services face the 
challenge of real-time applications, as well as the economies of scale. A primary disadvantage is that polling has a significant 
amount of latency, as clients must request updates from the server, resulting in increased traffic and a strain on the server. This is 
a closely coupled model that is synchronous (request-response), which is non-scaling and non-flexible. Moreover, REST cannot be 
used efficiently when a very fast response is required and an application needs to constantly update data, as in the cases of trading 
platforms and live messaging tools. While WebSockets represent a significant improvement in web-based communication, with 
their low latency and persistent connections, they also have limitations. The most problematic one is that it does not guarantee 
event delivery, so updates may be missed or the state may be inconsistent across clients. Apache Kafka fills these gaps by providing 
durable message logs, fault-tolerant brokers, and allowing events to be replayed at any time. This provides message integrity and 

resilience in the system, even in cases of service outage or consumer failures. 
 
2.3. Event-Driven Trends 

The move towards event-driven architecture is not isolated, but rather tied to more fundamental trends in the industry and 
strategic predictions. Predicts that by 2026, 60 percent of new digital business applications will switch to event-driven paradigms, 
which will become mainstream in the functioning and development of systems. This is evident in the design of prominent 
technological companies such as Uber, Netflix, and LinkedIn. These are the organizations that use Apache Kafka to work with big 
volumes of real-time data, allowing such features as dynamic pricing, making personalized content suggestions, and monitoring of 
operations to work at scale. Through the adoption of event-driven systems, such firms have gained improved responsiveness, 
efficiency levels, and user experience. This broad usage continues to solidify Kafka as a staple in modern, real-time systems, 
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demonstrating the practical advantages of abandoning the traditional synchronous pattern in favour of a more loosely connected 
and reactive one. 
 

3. Methodology 
3.1. Overview 

The presented methodology provides a structured and detailed approach to event-driven systems, aiming to build a robust 
event-driven system architecture. It makes use of contemporary technologies, frameworks and models which are applicable in the 
processing of data in real-time as well as scalable service interaction. In essence, this system employs a microservices-based style, 
where different services operate independently but are loosely coupled via an event-streaming system, specifically Apache Kafka. 
The decision leads to loose coupling between components, fault tolerance, and the ability to process large amounts of streaming 
information with low latency. [11-13] The microservices are created to perform certain business tasks, and they are containerized 
with Docker to make them portable and easily deployable. These containers are orchestrated with the help of Kubernetes and 

include automatic scaling, automated load balancing, and self-healing capabilities. The front-end consists of a React-based 
interface, making it dynamic and responsive. The React modules are closely coupled to the internal Kafka consumers via a 
WebSocket-linked bridge, thereby facilitating real-time changes to be reflected on the user interface without requiring manual 
validation or polling.  

 
The methodology revolves around data handling. All events written to Kafka topics are serialized using Apache Avro to 

ensure that the schema stays consistent and events can be efficiently stored. The events are recorded in a persistent store and can 
be replayed, e.g. to debug or track them. Moreover, a specific analytics service monitors Kafka streams to compute measures such 
as the number of events transmitted, processing rates, and system availability. The metrics define criteria for assessing the 
architecture based on its performance and reliability. The design also incorporates security and observability features. 
Authentication and authorization will be done at the API level and Kafka level by using OAuth and Access Control Lists (ACLs). 

Observability is achieved through the use of tools such as Prometheus and Grafana, which gather, monitor, and display system 
metrics in real-time form. The specified methodology helps ensure the high performance, maintainability, security, and 
extensibility of the proposed system. 
 
3.2. System Architecture 

 
Figure 2. System Architecture 

 
3.2.1. Kafka Producers 

The Kafka producers produce and publish events into Kafka topics. As an illustration, in an e-commerce application, the 
order service acts as a producer, sending an event of type OrderPlaced to a specific Kafka topic when a user places an order. The 
idea is that these producers are lightweight and can be scaled up, potentially emitting a large number of real-world events without 
requiring a tight coupling between them and downstream consumers. 
 
3.2.2. Kafka Broker 

The central message queue and backbone of event-driven architecture is based on the Kafka broker. It decouples producers 
and consumers, connecting them through the middleman. It stores and manages the stream of events produced by producers. To 
provide durability, fault tolerance, and scalability, Kafka replicates event data to every node. This enables brokers to support high-
throughput and low-latency delivery of messages. 
 
3.2.3. Kafka Consumers 



Kiran Kumar Pappula & Sunil Anasuri [2025]                                                                                                 Event-Driven Full-Stack Applications with Kafka and WebSockets 

 
 

46 

Kafka consumers are services that subscribe to topics and consume the events sent. An example of this is that when a 
publication of an event "OrderPlaced" has been made, the inventory service can be a content subscriber that updates store 
quantities to reflect the purchase order. Such consumers can be scaled horizontally, allowing several copies to process events 
simultaneously. They also assist in offset tracking, which enables the processing of reliable and consistent messages despite 
failures. 
 

3.2.4. WebSocket Server 
The WebSocket server serves as a connector between the backend services and the client on the front end. It is a Kafka 

consumer subscriber that provides real-time updates from Kafka consumer outputs to connected clients. This allows for updates to 
the UI to be made in real-time without requiring client-side polling. The event server is secure and efficiently provides events, 
supporting thousands of simultaneously connected users. 
 
3.2.5. Web Client 

The web client is typically a web-based interface, which is implemented using modern frameworks, such as React. It 
maintains an open WebSocket channel to receive real-time updates from the server. When new information is introduced, the UI 
element can process the dynamics in real-time, except when updating an order status or inventory, which may require manual 
control. 

 
3.3. Component Design 

The proposed system is built of modular, technology-independent components. It can be realized with the help of a mix of 
modern, scalable technologies that are most suited to the needs of each level. The job of producers is to produce and send data to 
the Kafka broker. [14-16] They could be presented and built with the help of Node.js or Spring Boot, etc., based on the domain 
specifications. The use of Node.js is most likely when it comes to lightweight and asynchronous tasks, such as user interactions or 
API gateways, whereas Spring Boot is more commonly used when the business logic to be implemented is complex and integration 
needs to occur at an enterprise level. Both are frameworks that support clients of Kafka and offer a robust API that can be used to 
publish events in real-time. The Kafka Broker itself is built on top of an Apache Kafka cluster, which will serve as the backbone 
messaging platform. Kafka ensures fault tolerance, distributed processing, and throughput. It manages queuing, replication and 
storage of event data, which it makes available to any number of consumers downstream in real-time. The cluster is generally 

beset with several brokers and divisions to become scalable and tolerant.  
 
Consumer services are services connected to Kafka topics and act on the received events. These are carried out through the 

use of Python or Java microservices. Python will be best suited for rapid development, transformation, and analytics tasks, 
whereas Java will be used where high throughput is required and projects involve long-running backend service types. There are 
reliable, mature Kafka consumer libraries in both languages to consume and process data. To provide users with real-time data, a 
WebSocket-based server is added using Socket.IO (the most popular tool for Node.js) or the native WebSocket library. These 
libraries ensure that clients maintain consistent connections and that updates are pushed to them as soon as an event arrives, 
without requiring them to poll. Lastly, the front-end is built using modern JavaScript frameworks such as React.js or Vue.js. These 
frameworks provide responsive UI components that monitor WebSocket streams and dynamically update the user interface in 

near real-time, resulting in a better and smoother user experience across devices. 
 

3.4. Data Flow 
3.4.1. User Places an Order 

The initiation of the data flow commences at the moment when the user interacts with the web application, i.e., when a 
user orders an item using the user interface. Such action is passed onto the front-end and relayed to the backend Order Service 
through a REST API or WebSocket request. A business logic is activated as a result of the user's action, leading to the generation of 
a new order in the system. 
 
3.4.2. Order Service Emits Event 

After a successful creation, Order Service publishes an event to a specific Kafka topic, e.g., OrderPlaced. The relevant 

information that is contained in this event includes order ID, user details, item list, and timestamp. The event is serialized, in a 
format such as JSON or Avro, and published asynchronously to the Kafka broker to maintain non-blocking behaviour and faster 
responsiveness of the system. 
 
 
3.4.3. Kafka Stores Event 
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The intermediate buffer and transfer layer is Apache Kafka. Upon receiving OrderPlaced, Kafka stores the information in a 
durable and partitioned log. The distributed aspect of Kafka ensures that event replicas at all brokers become fault-tolerant, and it 
can maintain the promise of replayability and recoverability during downstream failures over a configurable time. 

 
3.4.4. Inventory Service Consumes 

The Inventory Service, which is a Kafka consumer, subscribes to the appropriate topic and then waits to receive new order 

events. When it receives the event, it reads the information it contains, usually by comparing the availability of items and changing 
the stock quantities in the inventory database. This service can also create new events (e.g., InventoryUpdated) that can be used to 
inform other components of status changes. 
 
3.4.5. WebSocket E.U 

When new inventory is reflected, a WebSocket server, linked to backend services, is activated to deliver a live update to the 
client. This is achieved by broadcasting the change to all interested users or sessions that are listening or accumulating updates, 
which provides instant feedback without requiring the client to poll for new data. 
 
3.4.6. UI Responds to Change 

At last, the front-end (implemented with React or Vue) subscribes to the WebSocket stream and renders the user interface 

in sync. The user receives the status of the order they placed and the possibility of an inventory status change instantly, which 
makes the user experience process smooth and very real-time. 

 

 
Figure 3. Data Flow 

 
3.5. Metrics 

 
Figure 4. Metrics 

 
3.5.1. Latency (ms) 

 Latency refers to the time it takes for an event to reach the consumer. Within the context of this system, it indicates the 
time at which an order event created by the Order Service is received and processed by the Inventory Service. [17-20] Low latency 

plays a key role in staying in real-time responsiveness when it comes to time-sensitive applications, such as e-commerce or the 
logistics field. This is expressed in milliseconds and depends on network speed, Kafka configuration (e.g., replication and 
acknowledgement settings), and processing overhead in services. 
3.5.2. Throughput (events/second) 
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Throughput measures the number of events per second that the system can handle, which is a key indicator of scalability 
and performance when the system is under load. It displays the overall state of the Kafka pipeline, including its producers, brokers, 
and consumers. A suitable volume/throughput rate will ensure that the system can still function in peak usage conditions, such as 
flash sales or periods when many people are using the site or various platforms. We have used the metric to determine the 
efficiency of Kafka and the strength of service application implementations. 
 

3.5.3. UI Sync Delay (ms) 
The UI sync delay measures the time it takes to transfer an event from the backend to the user interface for update. This 

metric will be necessary to consider the end-user's real-time experience. The causes of delays may be WebSocket buffering, client-
side rendering, or network latency. A low UI sync delay can provide an interactive and smooth experience when running live 
dashboards or other systems that require real-time feedback. 
 
3.5.4. Percentage of lost events  

The error rate represents the percentage of data that is lost, replicated, or cannot be treated as part of the overall data flow. 
This constitutes the failure of the event emission, Kafka delivery, consumer processing, or WebSocket broadcasting. The fallout of 
a high error rate is the instability of the system's value and the possibility of inconsistent states or poor user confidence. This 
measure ensures reliability in asynchronous communications to address bottlenecks. 

 

4. Case Study / Evaluation 
4.1. Environment Setup 

In attempting to test the proposed event-driven architecture, the architecture is hosted in a containerised environment 
using a Kubernetes cluster that serves as a platform to manage and scale the microservices. Kubernetes enables the easy 
deployment of major components, including the Kafka broker, WebSocket server, backend services (producers and consumers), 

and the front-end application. Kafka is instantiated as Helm charts, with the cluster supporting multiple brokers to ensure fault 
tolerance and high availability. The WebSocket server is either Socket.IO or WS-based and would be deployed as a dedicated 
service within the cluster, allowing for persistent, two-way communication with connected clients. The test program, designed to 
demonstrate the effectiveness of the system, is a simplified live e-commerce facility where users can place an order and 
immediately view updates on time and availability. As a simulation of real-life situations where responsiveness and data 
consistency are critical, the application confirms that there are no issues in the optimization of its application. The front-end is 
built with React.js, and the backend microservices include both Order Service using a combination of Node.js, Python and Java 
(this is because this is the microservice that has a key role in processing) and Inventory Service using a combination of Node.js, 
Python and Java (again based on their processing roles).  

 
These services communicate with each other and with the front-end via WebSockets to provide real-time updates. To test 

system performance and scalability, the load testing tools Apache JMeter and Locust are part of the testing framework. Apache 
JMeter is set up to emulate several users placing orders and generating a large number of events, aiming to check bandwidth, 
throughput, latency, and the system's ability to handle events. The pattern of user behavior is more flexible, Python-based 
scripting of logins, browsing, and placing orders patterns, which makes it possible to stress-test dynamically and track 
performance measures in real-time. These tools, combined, will aid in measuring the system's ability to manage real-time 
requirements, the responsiveness of the UI under load, and, in general, how reliably the system can be used within a controlled 
and scalable environment. It is in this configuration that systematizing testing, monitoring, and optimization is based. 
 
4.2. Scenarios 

To thoroughly examine the performance, reliability, and responsiveness of the proposed event-driven architecture, three 
essential test scenarios will be conducted. Such situations are designed to recreate the real-world usage patterns and failure 

conditions in the system when it is in production. TC1 revolves around scalability and throughput, as 1,000 orders will be made 
simultaneously. This is an imitation of a high-concurrency event, e.g., a flash sale or promotion incentive on an online shop. Order 
requests are initiated by virtual users, who start them in parallel using Apache JMeter and Locust to navigate through the front-
end interface. The Order Service receives each request and sends an event to the Kafka topic. The test will check how efficiently the 
system can serve this load with an emphasis on latency, usage of the system resources, performance of the Kafka brokers and 
consumer services (such as the Inventory Service) in their capability to keep up with the incoming flow of events without being 
able to cope with it or crashing. Test Case 2 (TC2) checks the real-time syncing between the backend processing and the user 
interface, specifically whether inventory changes are properly and timely recorded on the user interface. When the user creates an 
order and the inventory changes, the update is supposed to be transmitted through Kafka to the consumer service, and then 
transmitted to the front end through the WebSocket server.  
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To assess the sync delay of the UI, the time elapsed between the completion of backend processing and the update of the 

front-end is measured. This performance test confirms both the functionality of WebSocket integration and the reactivity of the 
front-end framework (React/Vue), which responds to real-time changes. Test case 3 (TC3) focuses on fault tolerance and recovery, 
specifically testing how the system behaves when a Kafka broker fails. One of the brokers is intentionally crashed, and the system 
is monitored to check the recovery behaviour, loss of messages, and rebalancing time. This situation will enable the replication, 

durability and failover facilities of the Kafka cluster to work properly, and this way the integrity of messages will be maintained, 
and the behavior of the system will not be inconsistent due to partial failure of infrastructure. 
 
4.3. Results (Percentage-Based Comparison) 

Table 1. Results (Percentage-Based Comparison) 

Metric Kafka+WebSocket (% of REST) 

Latency 35.6% 

Throughput 31% 

UI Delay 30% 

Failure Recovery 0% 

 

 
Figure 5. Graph Representing Results (Percentage-Based Comparison) 

 
4.3.1. Latency 

35.6 % of REST. In the Kafka + WebSocket architecture, the latency, which accounts for the time used to process an event 
end-to-end, is low. Although the REST-based system would have longer delays because of synchronous communication, the 
overhead of polling, the event-driven system reduces the latency by only 35.6 percent of the baseline. With this drastic decrease, 
we have demonstrated the effectiveness of using asynchronous messaging and long-standing WebSocket connections, which 

resulted in a shorter system response time and an improved user experience. 
 

4.3.2. Throughput – 31% of REST 
The throughput value in the table appears to be fabricated. A 31% throughput would imply that Kafka + WebSocket can 

process fewer events per second than REST; however, the raw data already indicates that under test, Kafka + WebSocket can 
handle 620 events per second compared to 200 events per second on REST. Assuming that the appropriate percentage of relative 
throughput is 31%, it implies that Kafka + WebSocket promotes more than three times the amount of events compared to REST. 
Such performance improvement is attributed to Kafka's high-capacity distributed architecture and non-blocking event-based 
processing. 
 

4.3.3. UI Delay – 30% of REST 
A delay exists between an event that has been processed in the backend and its update on the client interface, referred to as 

the User Interface (UI) delay. Under Kafka and WebSocket, the delay of the UI is only 30% that of the REST system. To a great 
extent, this is attributed to the fact that WebSocket establishes a persistent connection, which means that the front-end can receive 
server pushes immediately; thus, there is no need for periodic polling and page refreshes. The outcome is a more natural user 
experience that is more real-time. 
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4.3.4. Failure Recovery – 0% of REST 
In REST architecture, recovery measures often require manual intervention, which usually involves restarting services that 

have failed or resending API calls that have failed. This is expressed as 0% manual effort. Conversely, Kafka allows for the 
automatic replay of messages and fault-tolerant brokers, which means that the manual recovery effort has been reduced to 0%. 
This enhances the Kafka-based system, allowing even failures to be recovered within the shortest time with minimal downtime 
and data loss. 

 

5. Results and Discussion 
5.1. Analysis 

Current experimental findings present a clear conclusion that the proposed Kafka + WebSocket architecture is significantly 
better in terms of performance, efficiency, and usability than traditional REST-based systems. Such an ordered, durable event 
delivery by Kafka is one of the most important facilities. Kafka, unlike most REST APIs, has its own mode of operation, whereby 

each event is persisted to a distributed, replicated log. This allows not only stream processing in real-time but also the possibility 
to replay events, to audit, recover, or perform analytics. This ordering in partitions that is guaranteed ensures that when 
consumers process events, they do so in a definite and predictable manner. This is particularly important when the ranking of 
operations is crucial, as in systems such as inventory management or financial transactions. Another important enhancement is 
that unnecessary polling is removed due to the use of WebSocket communication. Polling, normally used by traditional REST 
clients, unnecessarily loads the server and network, as the clients mostly poll to update themselves. In comparison, WebSockets 
maintain a live, low-latency connection between the client and the server, allowing updates to be made on a push-based model. 
Not only does it enhance the experience by allowing real-time changes to the UI, but it also makes the system more efficient, as it 
drastically decreases API call overhead. The use of Kafka and WebSocket together also results in an observable decrease in backend 
CPU and memory usage. Kafka is a decoupling of producers and consumers in the sense that the service can process data 
asynchronously with them (without blocking), and WebSockets eliminate the need to continuously process HTTP requests. This 

makes system resources available and allows higher scaling of the system, such that higher loads can be achieved with a less 
proportional increase of resources. All these improvements indicate that the event-driven model is not only faster but also more 
resource-efficient and reliable, and therefore a better architectural option when considering the development of modern and data-
intensive applications, which require real-time responses and resilient recovery frameworks. 
 
5.2. Limitations 

Although its benefits are evident, the proposed Kafka + WebSocket architecture comes with several limitations that must be 
taken into account during installation. Establishing and maintaining Kafka infrastructure is referred to as one of the most 
significant challenges. Kafka is a distributed system that requires careful planning of brokers, zookeepers (or KRaft controllers in 
recent versions), topic partitions, replication, and fault tolerance policies. A production environment typically requires 
configuration or expertise to utilise special monitoring and maintenance tools, ensuring stability, scalability, and high availability. 

This may make the operations more complex and expensive, especially in the case of smaller groups or organizations with no 
dedicated DevOps staff. The next limitation is due to the use of WebSocket connections, which are intended to be stateful and 
permanent. Although this offers low latency and real-time communication, it also creates more overhead on the server in terms of 
memory and connection management. However, unlike stateless REST APIs, in which each request is treated and then forgotten, 
WebSockets require the server to maintain long-term connections per client.  

 
A growing number of simultaneously used users will require the system to have sufficient memory and processing power to 

handle these connections, which may result in scalability bottlenecks without being smoother through connection pooling, 
horizontal scaling, or load balancing techniques. Moreover, whereas Kafka provides at least once delivery (or multi-use), delivering 
an event multiple times, precisely once delivery (or single-use), in which each event is delivered only once to consumers, is also 
achievable only by using custom logic and idempotent processing mechanisms. In its absence, events can be reprocessed as a result 

of consumer retries, application failures, broker failovers, or any other form of idempotent failure, which can create problems such 
as duplicate operations or an inconsistent state of the system. The implementation of exactly-once guarantees is also often 
achieved through methods such as storing processing offsets in an external storage medium, deduplication logic, or the use of 
Kafka transactional APIs, all of which complicate system design. These trade-offs highlight why one should carefully plan their 
architecture when considering a long-term, maintainable, and reliable high-performance event-driven model. 
 
 
5.3. Applicability 

Kafka + WebSocket architecture is especially well-suited to applications that require low latency and high-frequency data 
updates; therefore, it can fit many of the real-time, event-driven realms. An obvious example is live sports or financial tickers, 
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where the need is to provide updates to thousands or even millions of users at once, which must be provided instantaneously. In 
these types of systems, there can be a reduction in user experience, or it may lead to financial inaccuracies, simply because even 
the slightest delay in making score changes or updating stock prices can occur. Through Kafka, data is ingested and processed at 
scale, and also in a fault-tolerant way. WebSockets make the push to reflect those updates on client devices possible without 
polling or delays. Multiplayer gaming presents another strong use case, with responsiveness and synchronization being of the 
essence to the enjoyment of the game. Events such as player movement, game status, or text messages in the chat should be 

relayed in real-time to every participant. The WebSocket has the bi-directional and persistent communication capability that 
allows for easy handing off of communication between players and servers. Kafka can handle game-related events under the hood 
with durability and ordering features.  

 
The two are compatible with high interactivity and concurrency, thereby enhancing reliability. This architecture can also 

enhance real-time monitoring systems, which are commonly used in healthcare, manufacturing, or network operations. These 
systems can easily contain constant streams of data feeds, either from sensors or other devices, that need to be processed and an 
action taken in real time. Kafka is able to read and parse large quantities of telemetry data, and WebSocket interfaces can be used 
to display dashboards and alerting interfaces so they are dynamically updated when new information appears. This will result in 
the quick detection of incidents, shorter response times, and ultimately, better-informed decision-making. All these fields would 
require a Kafka and WebSocket-based distribution model that provides performance, scalability, and reliability, which is why it 

remains the best possible distribution mechanism in any application that does not accept latency, data loss, or inconsistent 
execution of a real-time response. 
 

6. Conclusion and Future Work 
The architecture based on Apache Kafka and WebSockets is an effective way to develop modern, real-time, and reactive full-

stack applications. In this work, we outline the ability of Kafka, with its event streaming functionalities and WebSocket support, to 

enable low-latency and bi-directional interactions, thereby eliminating the constraints associated with RESTful designs. The case 
example of a real-time e-commerce platform demonstrated quantifiable improvements in key performance metrics, including 
latency, throughput, UI synchronisation delay, and failure recovery. The producers and consumers being decoupled by Kafka 
provided fault tolerance and asynchronous communication, while WebSocket removed the need for polling and provided 
immediate updating of the user interface. These benefits made the system more scalable and efficient, with fewer resources being 
used when handling high concurrency and data flow. Through the simulation of test situations and performance metrics, we were 
able to establish the validity of the soundness of architecture and resource-intensive workplaces. 

 
In the future, several regions have the potential to provide future research opportunities and drive system improvements. 

The first is that the incorporation of Kafka Streams may introduce in-stream processing, enabling real-time transformation, 
filtering, and aggregation of data to be performed directly within the Kafka environment. This would help save on other processing 

services and would facilitate smarter routing of events. Second, schema validation would be implemented using Apache Avro to 
achieve consistency, forward and backwards compatibility, and type safety among producers and consumers. This becomes 
especially useful in systems with an evolving event structure, and being able to reliably deserialise it is crucial. 

 
We also suggest using AI-detection of anomalies as a way to analyze real-time streams of Kafka events. By using machine 

learning models to identify any abnormal pattern or behavior-- whether in the form of fraud, errors in the system itself or 
anomalies by the users-- the system could greatly improve its intelligence and responsiveness. Lastly, the assessment of this 
architecture in edge computing contexts provides the opportunity to install real-time systems closer to the data source and thus 
minimize latency in the network and apply edge environments such as IoT monitoring, self-driving cars, and distant healthcare. 
This would entail low-power optimization of Kafka and WebSocket cores, optimizing the decentralization of hardware, and 
preserving high rates of throughput and reliability. Future changes will also consolidate the architecture in realising scalable, 

resilient, and intelligent real-time systems. 
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